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Summary

CVE CVE-2011-2544

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-09-23 10:55:00 UTC

Updated 2018-10-09 19:32:00 UTC

Description Cross-site scripting (XSS) vulnerability in the web interface in Cisco TelePresence System MXP Series F9.1 and earlier allows remote authenticated users to inject arbitrary web script or HTML via a crafted Call ID, as demonstrated by resultant cross-site request forgery (CSRF) attacks that change passwords or cause a denial of service, aka Bug ID CSCtq46488.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Telepresence Mxp Software f8.2 All All All

Application Cisco Telepresence Mxp Software f9.0 All All All

Application Cisco Telepresence Mxp Software f9.0.1 All All All

Application Cisco Telepresence Mxp Software f9.0.2 All All All

Application Cisco Telepresence Mxp Software f8.2 All All All

Application Cisco Telepresence Mxp Software f9.0 All All All

Application Cisco Telepresence Mxp Software f9.0.1 All All All

Application Cisco Telepresence Mxp Software f9.0.2 All All All

Application Cisco Telepresence Mxp Software All All All All

Hardware Cisco Telepresence System 1000 Mxp All All All All

Hardware Cisco Telepresence System 1000 Mxp All All All All

Hardware Cisco Telepresence System 1700 Mxp All All All All

Hardware Cisco Telepresence System 1700 Mxp All All All All
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Security Advisory SA46109 - TANDBERG MXP Series Endpoint Script Insertion and Denial of Service Vulnerabilities - Secunia SECUNIA

Cisco TelePresence Multiple Vulnerabilities - SecurityReason.com SREASON

SecurityFocus BUGTRAQ

Cisco TelePresence Multiple Vulnerabilities - SOS-11-010 EXPLOIT-DB

Security Advisory SA46057 - TANDBERG C Series Endpoints Script Insertion and Denial of Service Vulnerabilities - Secunia SECUNIA

Cisco TelePresence Endpoint HTML Injection and Memory Corruption Vulnerabilities BID

SecurityTracker: Cisco TelePresence Bugs Permits Cross-Site Scripting and Denial of Service Attacks SECTRACK

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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