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Summary

CVE CVE-2011-2547

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-07-28 22:55:00 UTC

Updated 2017-08-29 01:29:00 UTC

Description The web-based management interface on Cisco SA 500 series security appliances with software before 2.1.19 allows remote authenticated users to execute arbitrary commands via crafted parameters to web forms, aka Bug ID CSCtq65681.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Sa500 Software 1.0.14 All All All

Application Cisco Sa500 Software 1.0.15 All All All

Application Cisco Sa500 Software 1.0.17 All All All

Application Cisco Sa500 Software 1.0.39 All All All

Application Cisco Sa500 Software 1.1.21 All All All

Application Cisco Sa500 Software 1.1.42 All All All

Application Cisco Sa500 Software 1.1.65 All All All

Application Cisco Sa500 Software 1.0.14 All All All

Application Cisco Sa500 Software 1.0.15 All All All

Application Cisco Sa500 Software 1.0.17 All All All

Application Cisco Sa500 Software 1.0.39 All All All

Application Cisco Sa500 Software 1.1.21 All All All

Application Cisco Sa500 Software 1.1.42 All All All

Application Cisco Sa500 Software 1.1.65 All All All

Application Cisco Sa500 Software All All All All

Hardware Cisco Sa520 All All All All

Hardware Cisco Sa520 All All All All
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Hardware Cisco Sa520 All All All All

Hardware Cisco Sa520w All All All All

Hardware Cisco Sa520w All All All All

Hardware Cisco Sa540 All All All All

Hardware Cisco Sa540 All All All All
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Cisco SA 500 Series Appliances Web Management Interface Remote Command Injection Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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