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CVE CVE-2011-2667
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-07-28 22:55:00 UTC
Updated 2023-11-07 02:07:00 UTC
Description Icihttp.exe in CA Gateway Security for HTTP, as used in CA Gateway Security 8.1 before 8.1.0.69 and CA Total Defense r1
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Broadcom Total Defense ri2 All All All

Application Ca Gateway Security 8.1 All All All

Application Ca Gateway Security 8.1 All All All

Application Ca Total Defense ri2 All All All

Application Ca Total Defense ri2 All All All

Reference Source Link

CA Gateway Security URL Parsing Vulnerability - Advisories - Community SECUNIA secunia.com
Computer Associates Total Defense and Gateway Security Remote Code Execution Vulnerability BID www.securityfocus
Zero Day Initiative MISC www.zerodayinitia

CA Gateway Security URL Processing Flaw Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK  securitytracker.col

IBM X-Force Exchange XF exchange.xforce.il
SecurityFocus BUGTRAQ  www.securityfocus
error - ecx_site - ECX support.ca.com

CA Total Defense URL Processing Flaw Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK  securitytracker.col

404 Not Found CONFIRM support.ca.com
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http://cve.report/vendor/ca
http://cve.report/software/ca/gateway_security
http://cve.report/vendor/ca
http://cve.report/software/ca/total_defense
http://cve.report/vendor/ca
http://cve.report/software/ca/total_defense
http://secunia.com/advisories/45332
http://www.securityfocus.com/bid/48813
http://www.zerodayinitiative.com/advisories/ZDI-11-237/
http://securitytracker.com/id?1025812
https://exchange.xforce.ibmcloud.com/vulnerabilities/68736
http://www.securityfocus.com/archive/1/518934/100/0/threaded
https://support.ca.com/irj/portal/anonymous/phpsupcontent?contentID=%257B5E404992-6B58-4C44-A29D-027D05B6285D%257D
http://securitytracker.com/id?1025813
https://support.ca.com/irj/portal/anonymous/phpsupcontent?contentID=%7B5E404992-6B58-4C44-A29D-027D05B6285D%7D

CA Gateway Security and Total Defense - CXSecurity.com SREASON  securityreason.col

SecurityFocus BUGTRAQ  www.securityfocus
CVE Program record CVE.ORG WWW.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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