=

VE-2011-267

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2011-2678
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2011-07-07 19:55:00 UTC
Updated 2018-10-09 19:32:00 UTC

Description The Cisco VPN Client 5.0.7.0240 and 5.0.7.0290 on 64-bit Windows platforms uses weak permissions (NT AUTHORITY\IN
i

/ |

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cisco Vpn Client 5.0.7.0240 All All All
Application Cisco Vpn Client 5.0.7.0290 All All All
Application Cisco Vpn Client 5.0.7.0240 All All All
Application Cisco Vpn Client 5.0.7.0290 All All All
Operating System Microsoft Windows All All All All
Operating System Microsoft Windows All All All All
References |
Reference Source Link
IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
ISC Diary | Deja-Vu: Cisco VPN Windows Client Privilege Escalation MISC isc.sans.edu
SecurityFocus BUGTRAQ www.securityfocus.com
CCO Redirect CISCO WWW.CiSCO.com

NGS00051 Technical Advisory: Cisco VPN Client Privilege Escalation - SecurityReason.com  SREASON  securityreason.com
CVE Program record CVE.ORG  www.cve.org
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http://isc.sans.edu/diary.html?storyid=11125
http://www.securityfocus.com/archive/1/518638/100/0/threaded
http://www.cisco.com/warp/public/707/cisco-sa-20070815-vpnclient.shtml
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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