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Summary

CVE CVE-2011-2687

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-07-27 02:55:00 UTC

Updated 2015-09-03 14:21:00 UTC

Description Drupal 7.x before 7.3 allows remote attackers to bypass intended node_access restrictions via vectors related to a listing that shows nodes but lacks a JOIN clause for the node table.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Drupal Drupal 7.0 All All All

Application Drupal Drupal 7.0 alpha1 All All

Application Drupal Drupal 7.0 alpha2 All All

Application Drupal Drupal 7.0 alpha3 All All

Application Drupal Drupal 7.0 alpha4 All All

Application Drupal Drupal 7.0 alpha5 All All

Application Drupal Drupal 7.0 alpha6 All All

Application Drupal Drupal 7.0 alpha7 All All

Application Drupal Drupal 7.0 beta1 All All

Application Drupal Drupal 7.0 beta2 All All

Application Drupal Drupal 7.0 beta3 All All

Application Drupal Drupal 7.0 dev All All

Application Drupal Drupal 7.0 rc1 All All

Application Drupal Drupal 7.0 rc2 All All

Application Drupal Drupal 7.0 rc3 All All

Application Drupal Drupal 7.0 rc4 All All

Application Drupal Drupal 7.1 All All All
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Application Drupal Drupal 7.1 All All All

Application Drupal Drupal 7.2 All All All

Application Drupal Drupal 7.0 All All All

Application Drupal Drupal 7.0 alpha1 All All

Application Drupal Drupal 7.0 alpha2 All All

Application Drupal Drupal 7.0 alpha3 All All

Application Drupal Drupal 7.0 alpha4 All All

Application Drupal Drupal 7.0 alpha5 All All

Application Drupal Drupal 7.0 alpha6 All All

Application Drupal Drupal 7.0 alpha7 All All

Application Drupal Drupal 7.0 beta1 All All

Application Drupal Drupal 7.0 beta2 All All

Application Drupal Drupal 7.0 beta3 All All

Application Drupal Drupal 7.0 dev All All

Application Drupal Drupal 7.0 rc1 All All

Application Drupal Drupal 7.0 rc2 All All

Application Drupal Drupal 7.0 rc3 All All

Application Drupal Drupal 7.0 rc4 All All

Application Drupal Drupal 7.1 All All All

Application Drupal Drupal 7.2 All All All

References

Reference Source Link

Fedora update for drupal7 - Secunia.com SECUNIA secunia.com

[SECURITY] Fedora 15 Update: drupal7-7.4-1.fc15 FEDORA lists.fedoraproject.org

Bug 717874 – CVE-2011-2687 Remote access bypass vulnerability in Drupal 7 CONFIRM bugzilla.redhat.com

[SECURITY] Fedora 14 Update: drupal7-7.4-1.fc14 FEDORA lists.fedoraproject.org

oss-security - CVE Request -- Drupal 7 -- Access bypass in node listings (SA-CORE-2011-002) MLIST www.openwall.com

#633385 - [drupal7] drupal7 security update 7.3 and regular update 7.4 available - Debian Bug report logs CONFIRM bugs.debian.org

SA-CORE-2011-002 - Drupal core - Access bypass | drupal.org CONFIRM drupal.org

oss-security - Re: CVE Request -- Drupal 7 -- Access bypass in node listings (SA-CORE-2011-002) MLIST www.openwall.com

Drupal Core Multiple Modules Security Bypass Vulnerability BID www.securityfocus.com

Drupal Node Access Security Bypass Vulnerability - Secunia.com SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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