CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2011-2694

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2011-2694

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2011-07-29 20:55:00 UTC

2022-10-31 15:02:00 UTC

Cross-site scripting (XSS) vulnerability in the chg_passwd function in web/swat.c in the Samba Web Administration Tool (S'

] 1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type
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Operating System
Operating System
Operating System
Application
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Application
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Application
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Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 10.04 All All All
Canonical Ubuntu Linux 10.10 All All All
Canonical Ubuntu Linux 11.04 All All All
Canonical Ubuntu Linux 8.04 All All All
Debian Debian Linux 5.0 All All All
Debian Debian Linux 6.0 All All All
Debian Debian Linux 7.0 All All All
Samba Samba All All All All
Samba Samba 3.0.0 All All All
Samba Samba 3.0.1 All All All
Samba Samba 3.0.10 All All All
Samba Samba 3.0.11 All All All
Samba Samba 3.0.12 All All All
Samba Samba 3.0.13 All All All
Samba Samba 3.0.14 All All All
Samba Samba 3.0.14 a All All
Samba Samba 3.0.14a All All All
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Application Samba Samba 3.5.0 All All All
Application Samba Samba 3.5.1 All All All
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Application Samba Samba 355 All All All
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Application Samba Samba 3.5.8 All All All
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SecurityTracker: Samba Web Administration Tool (SWAT) Input Validation Flaws Permit Cross-Site Request Forgery and Cross-Site Scripting
Bug 722537 — CVE-2011-2694 samba (SWAT): XSS flaw in Change Password page
About Secunia Research | Flexera

USN-1182-1: Samba vulnerabilities | Ubuntu

Ubuntu update for samba - Secunia.com

Debian update for samba - Secunia.com

Samba - Security Announcement Archive

IBM X-Force Exchange

Samba - Release Notes Archive

Samba SWAT 'user' Field Cross Site Scripting Vulnerability

JVN#63041502: Samba Web Administration Tool vulnerable to cross-site scripting
Bug 8289 — Swat contains a cross-site scripting vulnerability; CVE-2011-2694

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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