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Integer overflow in libsndfile before 1.0.25 allows remote attackers to cause a denial of service (application crash) or possit
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Mega-nerd Libsndfile 0.0.28 All All All
Mega-nerd Libsndfile 0.0.8 All All All
Mega-nerd Libsndfile 1.0.0 All All All
Mega-nerd Libsndfile 1.0.0 rct All All
Mega-nerd Libsndfile 1.0.0 rcé All All
Mega-nerd Libsndfile 1.0.1 All All All
Mega-nerd Libsndfile 1.0.10 All All All
Mega-nerd Libsndfile 1.0.11 All All All
Mega-nerd Libsndfile 1.0.12 All All All
Mega-nerd Libsndfile 1.0.13 All All All
Mega-nerd Libsndfile 1.0.14 All All All
Mega-nerd Libsndfile 1.0.15 All All All
Mega-nerd Libsndfile 1.0.16 All All All
Mega-nerd Libsndfile 1.0.17 All All All
Mega-nerd Libsndfile 1.0.18 All All All
Mega-nerd Libsndfile 1.0.19 All All All
Mega-nerd Libsndfile 1.0.2 All All All
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Application Mega-nerd Libsndfile 1.0.6 All All All

Application Mega-nerd Libsndfile 1.0.7 All All All

Application Mega-nerd Libsndfile 1.0.8 All All All

Application Mega-nerd Libsndfile 1.0.9 All All All

Application Mega-nerd Libsndfile All All All All

Reference Source Link
oss-security - Re: CVE Request -- libsndfile -- Integer overflow by processing certain PAF files MLIST WWW.0
Bug 721234 — CVE-2011-2696 libsndfile: Application crash due integer overflow by processing certain PAF audio files CONFIRM  bugzill
Ubuntu update for libsndfile - Secunia.com SECUNIA secuni
Malformed Request BID WWW.S
oss-security - Re: Re: CVE Request -- libsndfile -- Integer overflow by processing certain PAF files MLIST WWW.0
www.mega-nerd.com/libsndfile/ChangelLog CONFIRM  www.n
libsndfile PAF File Processing Integer Overflow Vulnerability - Secunia.com SECUNIA secuni
oss-security - Re: CVE Request -- libsndfile -- Integer overflow by processing certain PAF files MLIST WWW.0
oss-security - Re: Re: CVE Request -- libsndfile -- Integer overflow by processing certain PAF files MLIST WWW.0
SUSE update for libsndfile - Secunia.com SECUNIA secuni
CVE-2011-2696 - Red Hat Customer Portal MISC access
Debian -- Security Information -- DSA-2288-1 libsndfile DEBIAN www.d
[SECURITY] Fedora 15 Update: libsndfile-1.0.25-1.fc15 FEDORA lists.fer
Red Hat Customer Portal MISC access
oss-security - Re: CVE Request -- libsndfile -- Integer overflow by processing certain PAF files MLIST WWW.0
Security Advisory SA45351 - Red Hat update for libsndfile - Secunia SECUNIA secuni
openSUSE-SU-2011:0855 SUSE herme:
oss-security - Re: Re: CVE Request -- libsndfile -- Integer overflow by processing certain PAF files MLIST WWW.0
Support REDHAT WWW. It
USN-1174-1: libsndfile vulnerability | Ubuntu UBUNTU www.u
Security Advisory SA45388 - Debian update for libsndfile - Secunia SECUNIA secuni
libsndfile PAF File Processing Integer Overflow Vulnerability - Securelist MISC WWW.S
oss-security - Re: CVE Request -- libsndfile -- Integer overflow by processing certain PAF files MLIST WWW.0
oss-security - CVE Request -- libsndfile -- Integer overflow by processing certain PAF files MLIST WWW.0
375125 — (CVE-2011-2696) <media-libs/libsndfile-1.0.25: PAF File Processing Integer Overflow (CVE-2011-2696) CONFIRM  bugs.g
mandriva.com MANDRIVA  www.n
CVE Program record CVE.ORG  www.c
NVD vulnerability detail NVD nvd.nis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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