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CVE CVE-2011-2709
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-06-21 15:55:00 UTC
Updated 2013-03-02 04:33:00 UTC
Description libgssapi and libgssglue before 0.4 do not properly check privileges, which allows local users to load untrusted configuratior
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Umich Libgssapi 0.1 All All All
Application Umich Libgssapi 0.2 All All All
Application Umich Libgssapi All All All All
Application Umich Libgssapi 0.1 All All All
Application Umich Libgssapi 0.2 All All All
Application Umich Libgssglue 0.1 All All All
Application Umich Libgssglue 0.2 All All All
Application Umich Libgssglue All All All All
Application Umich Libgssglue 0.1 All All All
Application Umich Libgssglue 0.2 All All All
Reference

oss-security - Re: CVE Request -- libgssapi, libgssglue -- Ability to load untrusted configuration file, when loading GSS mechanisms and their
SUSE alert SUSE-SU-2011:0696-1 (libgssglue) [LWN.net]
[SECURITY] Fedora 17 Update: libgssglue-0.4-0.fc17

www.citi.umich.edu/projects/nfsv4/linux/libgssglue/libgssglue-0.4.tar.gz
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[SECURITY] Fedora 16 Update: libgssglue-0.4-0.fc16

Access Denied

Security Advisory SA50973 - Ubuntu update for libgssglue - Secunia

SUSE update for libgssglue - Secunia.com

oss-security - CVE Request -- libgssapi, libgssglue -- Ability to load untrusted configuration file, when loading GSS mechanisms and their defir
Security Alerts - Secunia

oss-security - Re: CVE Request -- libgssapi, libgssglue -- Ability to load untrusted configuration file, when loading GSS mechanisms and their
libgssglue '"GSSAPI_MECH_CONF' Environment Variable Local Privilege Escalation Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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