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Summary

CVE CVE-2011-2713

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-10-21 18:55:00 UTC

Updated 2014-10-24 06:19:00 UTC

Description oowriter in OpenOffice.org 3.3.0 and LibreOffice before 3.4.3 allows user-assisted remote attackers to cause a denial of service (crash) via a crafted DOC file that triggers an out-of-bounds read in the DOC sprm parser.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libreoffice Libreoffice 3.3.0 All All All

Application Libreoffice Libreoffice 3.3.1 All All All

Application Libreoffice Libreoffice 3.3.2 All All All

Application Libreoffice Libreoffice 3.3.3 All All All

Application Libreoffice Libreoffice 3.3.4 All All All

Application Libreoffice Libreoffice 3.4.0 All All All

Application Libreoffice Libreoffice 3.4.1 All All All

Application Libreoffice Libreoffice 3.3.0 All All All

Application Libreoffice Libreoffice 3.3.1 All All All

Application Libreoffice Libreoffice 3.3.2 All All All

Application Libreoffice Libreoffice 3.3.3 All All All

Application Libreoffice Libreoffice 3.3.4 All All All

Application Libreoffice Libreoffice 3.4.0 All All All

Application Libreoffice Libreoffice 3.4.1 All All All

Application Libreoffice Libreoffice All All All All

Application Sun Openoffice.org 3.3.0 All All All

Application Sun Openoffice.org 3.3.0 All All All
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Application Sun Openoffice.org 3.3.0 All All All

References

Reference Source

Security Alerts - Secunia SECUNIA

openSUSE-SU-2011:1143-2: moderate: libreoffice to 3.4 SUSE

Bug 725668 – CVE-2011-2713 openoffice.org: Out-of-bounds read in DOC sprm parser MISC

OpenOffice.org Word Document File Importer Out-of-Bounds Read Error May Let Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK

Security Advisory SA60799 - Gentoo openoffice Multiple Vulnerabilties - Secunia SECUNIA

76178 OSVDB

Gentoo Linux Documentation -- LibreOffice: Multiple vulnerabilities GENTOO

[SECURITY] Fedora 14 Update: openoffice.org-3.3.0-20.8.fc14 FEDORA

Gentoo Linux Documentation -- OpenOffice, LibreOffice: Multiple vulnerabilities GENTOO

[SECURITY] Fedora 15 Update: libreoffice-3.3.3.1-7.fc15 FEDORA

Support / Security / Advisories / / MDVSA-2011:172 | Mandriva MANDRIVA

CVE-2011-2713 » LibreOffice CONFIRM

OpenOffice Microsoft Word File Format Importer Multiple Unspecified Security Vulnerabilities BID

Debian -- Security Information -- DSA-2315-1 openoffice.org DEBIAN

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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