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CVE CVE-2011-2717
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-27 21:15:00 UTC
Updated 2019-12-18 21:04:00 UTC
Description The DHCPv6 client (dhcp6c) as used in the dhcpv6 project through 2011-07-25 allows remote DHCP servers to execute arl

/ |

1|

Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Linux Dhcp6e All All All All

Operating System Redhat Enterprise Linux 4.0 All All All

Operating System Redhat Enterprise Linux 5.0 All All All

Operating System Redhat Enterprise Linux 4.0 All All All

Operating System Redhat Enterprise Linux 5.0 All All All

Reference Source Link Tags
Vulnerability about dhcp6c: shell command injection | Vigil@nce MISC vigilance.fr Third Party .
CVE-2011-2717 - Red Hat Customer Portal MISC access.redhat.com  Third Party .
725349 — (CVE-2011-2717) CVE-2011-2717 dhcpv6: insufficient checking of DHCP options  MISC bugzilla.redhat.com Issue Tracki
oss-security - Re: CVE request - dhep clients MLIST www.openwall.com Mailing List,
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, a
| S

No vendor comments have been submitted for this CVE.
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https://cve.report/CVE-2011-2717.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/dhcp6c
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
https://vigilance.fr/vulnerability/dhcp6c-shell-command-injection-10869
https://access.redhat.com/security/cve/cve-2011-2717
https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2011-2717
https://www.openwall.com/lists/oss-security/2011/07/26/9
https://www.cve.org/CVERecord?id=CVE-2011-2717
https://nvd.nist.gov/vuln/detail/CVE-2011-2717

There are currently no legacy QID mappings associated with this CVE.
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