CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2011-2720

PUBLIC

MITRE

secalert@redhat.com

CVE-2011-2720

NVD

CVE.ORG JSON API

CVE Program / NVD first with legacy fallback

2011-08-05 21:55:00 UTC

2012-02-16 04:15:00 UTC

Print: PDF 1)

The autocompletion functionality in GLPI before 0.80.2 does not blacklist certain username and password fields, which alloy

Risk And Classification

1|

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor

Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project

Gilpi-project

Product
Glpi
Glpi
Glpi
Glpi
Glpi
Glpi
Gilpi
Glpi
Gilpi
Glpi
Gilpi
Glpi
Gilpi
Glpi
Glpi
Glpi

Glpi

Version

0.42

0.5

0.5

0.5

0.51

0.51a

0.6

0.6

0.6

0.6

Update
All
All
rci
rc2
All
All
All
rci
rc2
rc3
All
rci
rc2
All
rcl
rc2

rc3

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2011-2720/mitre
https://cve.report/CVE-2011-2720/nist
https://cve.report/CVE-2011-2720/cve_org
https://cve.report/api/cve/CVE-2011-2720.json
https://cve.report/CVE-2011-2720.pdf
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project

Glpi-project

Glpi
Glpi
Glpi
Glpi
Gilpi
Glpi
Gilpi
Glpi
Gilpi
Glpi
Gilpi
Glpi
Glpi
Glpi
Glpi
Glpi
Glpi
Glpi
Glpi
Glpi
Glpi
Glpi
Glpi
Glpi
Glpi
Gilpi
Glpi
Gilpi
Glpi
Gilpi
Glpi
Glpi
Glpi
Glpi

Glpi

0.68.1

0.68.2

0.68.3

0.70

0.70

0.70

0.70

0.70.1

0.70.2

0.71

0.71.1

0.71.1

0.71.1

0.71.1

0.71.2

0.71.3

0.71.4

0.71.5

0.71.6

0.72

0.72

0.72

0.72

0.72.1

0.72.2

0.72.3

0.72.4

0.78

0.78.1

0.78.2

0.78.3

0.78.4

0.78.5

0.80

All

All

All

All

All

rci

rc2

rc3

All

All

All

All

rci

rc2

rc3

All

All

All

All

All

All

rci

rc2

rc3

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project

Glpi-project

Glpi
Glpi
Glpi
Glpi
Glpi
Gilpi
Glpi
Gilpi
Glpi
Gilpi
Glpi
Gilpi
Glpi
Glpi
Glpi
Glpi
Glpi
Glpi
Glpi
Glpi
Glpi
Glpi
Glpi
Glpi
Gilpi
Glpi
Gilpi
Glpi
Gilpi
Glpi
Gilpi
Glpi
Glpi
Glpi

Glpi

0.42

0.5

0.5

0.5

0.51

0.51a

0.6

0.6

0.6

0.6

0.65

0.65

0.65

0.68

0.68

0.68

0.68

0.68.1

0.68.2

0.68.3

0.70

0.70

0.70

0.70

0.70.1

0.70.2

0.71

0.71.1

0.71.1

0.71.1

0.71.1

0.71.2

0.71.3

0.71.4

0.71.5

All

All

rci

rc2

All

All

All

rcl

rc2

rc3

All

rcl

rc2

All

rci

rc2

rc3

All

All

All

All

rci

rc2

rc3

All

All

All

All

rcl

rc2

rc3

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project
Glpi-project

Glpi-project

Glpi
Glpi
Glpi
Glpi
Glpi
Glpi
Gilpi
Glpi
Gilpi
Glpi
Gilpi
Glpi
Glpi
Glpi
Glpi

Glpi

0.71.6

0.72

0.72

0.72

0.72

0.72.1

0.72.2

0.72.3

0.72.4

0.78

0.78.1

0.78.2

0.78.3

0.78.4

0.78.5

0.80

All

All

rci

rc2

rc3

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

References

Reference

GLPI-PROJECT - 0.80.2 - Forge INDEPNET

forge.indepnet.net/projects/glpi/repository/revisions/14951

forge.indepnet.net/projects/glpi/repository/revisions/14954

forge.indepnet.net/projects/glpi/repository/revisions/14960
forge.indepnet.net/projects/glpi/repository/revisions/14958

forge.indepnet.net/projects/glpi/repository/revisions/14955

forge.indepnet.net/projects/glpi/repository/revisions/14952
forge.indepnet.net/projects/glpi/repository/revisions/14966
forge.indepnet.net/projects/glpi/repository/revisions/14957
Support / Security / Advisories / / MDVSA-2012:014 | Mandriva
[SECURITY] Fedora 15 Update: glpi-0.78.5-2.svn14966.fc15

[SECURITY] Fedora 14 Update: glpi-pdf-0.7.2-1.fc14

forge.indepnet.net/projects/glpi/repository/revisions/14956

GLPI Autocomplete Information Disclosure Security Issue - Secunia.com

oss-security - Re: CVE Request -- GLPI -- Properly blacklist some sensitive fields

Security Advisory SA45542 - Fedora update for glpi, glpi-data-injection, glpi-mass-ocs-import, and glpi-pdf - Secunia

726185 — (CVE-2011-2720) CVE-2011-2720 glpi: does not properly blacklist certain sensitive variables, like username and password

Sourc

CONF

CONF

CONF

CONF

CONF

CONF

SECU

CONF

CONF

CONF

MANL

FEDC

FEDC

CONF

SECU

MLIST

CONF


http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
https://forge.indepnet.net/projects/glpi/repository/revisions/14951
https://forge.indepnet.net/projects/glpi/repository/revisions/14954
https://bugzilla.redhat.com/show_bug.cgi?id=726185
https://forge.indepnet.net/projects/glpi/repository/revisions/14960
https://forge.indepnet.net/projects/glpi/repository/revisions/14958
https://forge.indepnet.net/projects/glpi/repository/revisions/14955
http://secunia.com/advisories/45366
https://forge.indepnet.net/projects/glpi/repository/revisions/14952
https://forge.indepnet.net/projects/glpi/repository/revisions/14966
https://forge.indepnet.net/projects/glpi/repository/revisions/14957
http://www.mandriva.com/security/advisories?name=MDVSA-2012:014
http://lists.fedoraproject.org/pipermail/package-announce/2011-August/063408.html
http://lists.fedoraproject.org/pipermail/package-announce/2011-August/063679.html
https://forge.indepnet.net/projects/glpi/versions/605
http://secunia.com/advisories/45542
http://www.openwall.com/lists/oss-security/2011/07/26/11
https://forge.indepnet.net/projects/glpi/repository/revisions/14956

GLPI Prior to 0.80.2 Information Disclosure Vulnerability

GLPI-PROJECT - Bug #3017: Security fix on autocompletion - Forge INDEPNET
www.glpi-project.org/spip.php

oss-security - CVE Request -- GLPI -- Properly blacklist some sensitive fields
CVE Program record

NVD vulnerability detail

/

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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