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Summary

CVE CVE-2011-2722

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-05-25 20:55:00 UTC

Updated 2023-02-13 01:20:00 UTC

Description The send_data_to_stdout function in prnt/hpijs/hpcupsfax.cpp in HP Linux Imaging and Printing (HPLIP) 3.x before 3.11.10 allows local users to overwrite arbitrary files via a symlink attack on the /tmp/hpcupsfax.out temporary file.

Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hp Linux Imaging And Printing Project 3.10.2 All All All

Application Hp Linux Imaging And Printing Project 3.10.5 All All All

Application Hp Linux Imaging And Printing Project 3.10.6 All All All

Application Hp Linux Imaging And Printing Project 3.10.9 All All All

Application Hp Linux Imaging And Printing Project 3.11.1 All All All

Application Hp Linux Imaging And Printing Project 3.11.3 All All All

Application Hp Linux Imaging And Printing Project 3.11.3a All All All

Application Hp Linux Imaging And Printing Project 3.11.7 All All All

Application Hp Linux Imaging And Printing Project 3.9.10 All All All

Application Hp Linux Imaging And Printing Project 3.9.12 All All All

Application Hp Linux Imaging And Printing Project 3.9.2 All All All

Application Hp Linux Imaging And Printing Project 3.9.4 All All All

Application Hp Linux Imaging And Printing Project 3.9.4b All All All

Application Hp Linux Imaging And Printing Project 3.9.6 All All All

Application Hp Linux Imaging And Printing Project 3.9.8 All All All

Application Hp Linux Imaging And Printing Project 3.10.2 All All All

Application Hp Linux Imaging And Printing Project 3.10.5 All All All

https://cve.report/
https://cve.report/CVE-2011-2722/mitre
https://cve.report/CVE-2011-2722/nist
https://cve.report/CVE-2011-2722/cve_org
https://cve.report/api/cve/CVE-2011-2722.json
https://cve.report/CVE-2011-2722.pdf
http://cve.report/vendor/hp
http://cve.report/software/hp/linux_imaging_and_printing_project
http://cve.report/vendor/hp
http://cve.report/software/hp/linux_imaging_and_printing_project
http://cve.report/vendor/hp
http://cve.report/software/hp/linux_imaging_and_printing_project
http://cve.report/vendor/hp
http://cve.report/software/hp/linux_imaging_and_printing_project
http://cve.report/vendor/hp
http://cve.report/software/hp/linux_imaging_and_printing_project
http://cve.report/vendor/hp
http://cve.report/software/hp/linux_imaging_and_printing_project
http://cve.report/vendor/hp
http://cve.report/software/hp/linux_imaging_and_printing_project
http://cve.report/vendor/hp
http://cve.report/software/hp/linux_imaging_and_printing_project
http://cve.report/vendor/hp
http://cve.report/software/hp/linux_imaging_and_printing_project
http://cve.report/vendor/hp
http://cve.report/software/hp/linux_imaging_and_printing_project
http://cve.report/vendor/hp
http://cve.report/software/hp/linux_imaging_and_printing_project
http://cve.report/vendor/hp
http://cve.report/software/hp/linux_imaging_and_printing_project
http://cve.report/vendor/hp
http://cve.report/software/hp/linux_imaging_and_printing_project
http://cve.report/vendor/hp
http://cve.report/software/hp/linux_imaging_and_printing_project
http://cve.report/vendor/hp
http://cve.report/software/hp/linux_imaging_and_printing_project
http://cve.report/vendor/hp
http://cve.report/software/hp/linux_imaging_and_printing_project
http://cve.report/vendor/hp
http://cve.report/software/hp/linux_imaging_and_printing_project


Application Hp Linux Imaging And Printing Project 3.10.5 All All All

Application Hp Linux Imaging And Printing Project 3.10.6 All All All

Application Hp Linux Imaging And Printing Project 3.10.9 All All All

Application Hp Linux Imaging And Printing Project 3.11.1 All All All

Application Hp Linux Imaging And Printing Project 3.11.3 All All All

Application Hp Linux Imaging And Printing Project 3.11.3a All All All

Application Hp Linux Imaging And Printing Project 3.11.7 All All All

Application Hp Linux Imaging And Printing Project 3.9.10 All All All

Application Hp Linux Imaging And Printing Project 3.9.12 All All All

Application Hp Linux Imaging And Printing Project 3.9.2 All All All

Application Hp Linux Imaging And Printing Project 3.9.4 All All All

Application Hp Linux Imaging And Printing Project 3.9.4b All All All

Application Hp Linux Imaging And Printing Project 3.9.6 All All All

Application Hp Linux Imaging And Printing Project 3.9.8 All All All

Application Hp Linux Imaging And Printing Project All All All All

References

Reference Source Link

USN-1981-1: HPLIP vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Bug #809904 “insecure tmp file handling in hpcupsfax.cpp” : Bugs : HPLIP CONFIRM bugs.launchpad.net

Bug 725830 – CVE-2011-2722 hplip: insecure temporary file handling CONFIRM bugzilla.redhat.com

Red Hat Customer Portal MISC access.redhat.com

Gentoo Linux Documentation -- HPLIP: Multiple vulnerabilities GENTOO security.gentoo.org

oss-security - Re: CVE request: hplip: insecure tmp file handling MLIST www.openwall.com

Red Hat Customer Portal REDHAT rhn.redhat.com

Attachment 515866 Details for Bug 725830 – hplip-CVE-2011-2722.patch CONFIRM bugzilla.redhat.com

Bug 704608 – VUL-1: hplip: insecure tmp file handling in hpcupsfax.cpp -> potential read/write of arbitrary files CONFIRM bugzilla.novell.com

Red Hat Customer Portal MISC access.redhat.com

Security Alerts - Secunia SECUNIA secunia.com

CVE-2011-2722 - Red Hat Customer Portal MISC access.redhat.com

Security Advisory SA55083 - Ubuntu update for hplip - Secunia SECUNIA secunia.com

HP Linux Imaging and Printing CONFIRM hplipopensource.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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