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Summary

CVE CVE-2011-2723

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-09-06 15:55:00 UTC

Updated 2023-02-13 01:20:00 UTC

Description The skb_gro_header_slow function in include/linux/netdevice.h in the Linux kernel before 2.6.39.4, when Generic Receive Offload (GRO) is enabled, resets certain fields in incorrect situations, which allows remote attackers to cause a denial of service (system crash) via crafted network traffic.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel All All All All

References

Reference Source Link

726552 – (CVE-2011-2723) CVE-2011-2723 kernel: gro: only reset frag0 when skb can be pulled CONFIRM bugzilla.redhat.com

'[security bulletin] HPSBGN02970 rev.1 - HP Rapid Deployment Pack (RDP) or HP Insight Control Server ' - MARC HP marc.info

oss-security - CVE request: kernel: gro: Only reset frag0 when skb can be pulled MLIST openwall.com

404: File not found CONFIRM www.kernel.org

Linux Kernel Generic Receive Offload (GRO) CVE-2011-2723 Denial of Service Vulnerability BID www.securityfocus.com

Linux Kernel skb_gro_header_slow() Bug Lets Remote Users Deny Service - SecurityTracker SECTRACK securitytracker.com

oss-security - Re: CVE request: kernel: gro: Only reset frag0 when skb can be pulled MLIST openwall.com

Support REDHAT www.redhat.com

kernel/git/torvalds/linux.git - Linux kernel source tree MISC git.kernel.org

kernel/git/torvalds/linux.git - Linux kernel source tree CONFIRM git.kernel.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

https://cve.report/
https://cve.report/CVE-2011-2723/mitre
https://cve.report/CVE-2011-2723/nist
https://cve.report/CVE-2011-2723/cve_org
https://cve.report/api/cve/CVE-2011-2723.json
https://cve.report/CVE-2011-2723.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
https://bugzilla.redhat.com/show_bug.cgi?id=726552
http://marc.info/?l=bugtraq&m=139447903326211&w=2
http://openwall.com/lists/oss-security/2011/07/28/13
http://www.kernel.org/pub/linux/kernel/v2.6/ChangeLog-2.6.39.4
http://www.securityfocus.com/bid/48929
http://securitytracker.com/id?1025876
http://openwall.com/lists/oss-security/2011/07/29/1
http://www.redhat.com/support/errata/RHSA-2011-1321.html
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git%253Ba=commit%253Bh=17dd759c67f21e34f2156abcf415e1f60605a188
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git;a=commit;h=17dd759c67f21e34f2156abcf415e1f60605a188
https://www.cve.org/CVERecord?id=CVE-2011-2723
https://nvd.nist.gov/vuln/detail/CVE-2011-2723


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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