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CVE CVE-2011-2729
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-08-15 21:55:02 UTC
Updated 2026-04-29 01:13:23 UTC
Description native/unix/native/jsvc-unix.c in jsvc in the Daemon component 1.0.3 through 1.0.6 in Apache Commons, as used in Apach

/ ]

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:N/A:N

Problem Types: CWE-264 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Apache Commons Daemon 1.0.3 All All All


https://cve.report/
https://cve.report/CVE-2011-2729/mitre
https://cve.report/CVE-2011-2729/nist
https://cve.report/CVE-2011-2729/cve_org
https://cve.report/api/cve/CVE-2011-2729.json
https://cve.report/CVE-2011-2729.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/apache_commons_daemon

Application Apache Apache Commons Daemon 1.0.4 All All All
Application Apache Apache Commons Daemon 1.0.5 All All All
Application Apache Apache Commons Daemon 1.0.6 All All All
Application Apache Tomcat 5.5.32 All All All
Application Apache Tomcat 5.5.33 All All All
Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Apache Tomcat Commons Daemon jsvc Lets Local Users Gain Elevated Privileges - Security Tracker

[AANNOUNCE] Apache Commons Daemon 1.0.7 released

[Apache-SVN] Revision 1153824

IBM X-Force Exchange

Pony Mail!

Repository / Oval Repository

"[security bulletin] HPSBUX02860 SSRT101146 rev.1 - HP-UX Apache Running Tomcat Servlet Engine, Remot' - MARC
Apache Commons Daemon 'jsvc' Information Disclosure Vulnerability

Apache Tomcat® - Apache Tomcat 7 vulnerabilities

Support

Support

[SECURITY] CVE-2011-2729: Commons Daemon fails to drop capabilities (Apache Tomcat)

SecurityFocus

[security-announce] openSUSE-SU-2011:1062-1: important: jakarta-commons-

'[security bulletin] HPSBUX02725 SSRT100627 rev.1 - HP-UX Apache Running Tomcat Servlet Engine, Remot' - MARC
Bug 730400 — CVE-2011-2729 jakarta-commons-daemon: jsvc does not drop capabilities allowing access to files and directories owned by the
Apache Tomcat - Apache Tomcat 5 vulnerabilities

Pony Mail!

404 Not Found

Apache Tomcat® - Apache Tomcat 6 vulnerabilities

Red Hat update for JBoss Enterprise Web Server - Secunia.com

About Secunia Research | Flexera

Repository / Oval Repository
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http://securitytracker.com/id?1025925
http://mail-archives.apache.org/mod_mbox/commons-dev/201108.mbox/%253C4E451B2B.9090108%2540apache.org%253E
http://svn.apache.org/viewvc?view=revision&revision=1153824
https://exchange.xforce.ibmcloud.com/vulnerabilities/69161
https://lists.apache.org/thread.html/8dcaf7c3894d66cb717646ea1504ea6e300021c85bb4e677dc16b1aa%2540%253Cdev.tomcat.apache.org%253E
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A19450
http://marc.info/?l=bugtraq&m=136485229118404&w=2
http://www.securityfocus.com/bid/49143
http://tomcat.apache.org/security-7.html
http://www.redhat.com/support/errata/RHSA-2011-1292.html
http://www.redhat.com/support/errata/RHSA-2011-1291.html
http://mail-archives.apache.org/mod_mbox/tomcat-announce/201108.mbox/%253C4E45221D.1020306%2540apache.org%253E
http://www.securityfocus.com/archive/1/519263/100/0/threaded
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|APACIIEe-OVIN] REVISION 1 1055/Y

"[security bulletin] HPSBOV02762 SSRT100825 rev.1 - HP Secure Web Server (SWS) for OpenVMS running CS' - MARC

'[security bulletin] HPSBST02955 rev.1 - HP XP P9000 Performance Advisor Software, 3rd party Software' - MARC

[Apache-SVN] Revision 1152701

Pony Mail!

[DAEMON-214] CVE-2011-2729: jsvc fails to drop capabilities on Linux - ASF JIRA
Pony Mail!

[AANNOUNCE] Apache Commons Daemon 1.0.7 released

[SECURITY] CVE-2011-2729: Commons Daemon fails to drop capabilities (Apache Tomcat)
Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

CVE Program record

NVD vulnerability detail

1 |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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