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Summary

CVE CVE-2011-2736

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-08-25 14:22:00 UTC

Updated 2018-10-09 19:32:00 UTC

Description RSA enVision 4.x before 4 SP4 P3 places cleartext administrative credentials in Task Escalation e-mail messages, which allows remote attackers to obtain sensitive information by sniffing the network or leveraging access to a recipient mailbox.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Rsa Envision 4.0 sp1 All All

Application Rsa Envision 4.0 sp2 All All

Application Rsa Envision 4.0 sp3 All All

Application Rsa Envision 4.0 sp1 All All

Application Rsa Envision 4.0 sp2 All All

Application Rsa Envision 4.0 sp3 All All

References

Reference Source Link

rsa envision 4.0 sp security issue - CXSecurity.com SREASON securityreason.com

SecurityFocus BUGTRAQ www.securityfocus.com

RSA enVision Lets Remote Users View Files and Remote Authenticated Users Obtain Passwords - SecurityTracker SECTRACK www.securitytracker.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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