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CVE CVE-2011-2764
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-08-04 02:45:32 UTC
Updated 2026-04-29 01:13:23 UTC
Description The FS_CheckFilenamelsNotExecutable function in gcommon/files.c in the ioQuake3 engine 1.36 and earlier, as used in W

/ ]

Risk And Classification

Primary CVSS: v2.0 10 from nvd@nist.gov
AV:N/AC:L/Au:N/C:C/I:.C/A:C

Problem Types: CWE-20 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application loquake3 loquake3 Engine 1.36 rci All All


https://cve.report/
https://cve.report/CVE-2011-2764/mitre
https://cve.report/CVE-2011-2764/nist
https://cve.report/CVE-2011-2764/cve_org
https://cve.report/api/cve/CVE-2011-2764.json
https://cve.report/CVE-2011-2764.pdf
http://cve.report/vendor/ioquake3
http://cve.report/software/ioquake3/ioquake3_engine

Application loquake3 loquake3 Engine All All All All
Application Openarena Openarena All All All All
Application Smokin-guns Smokin Guns All All All All
Application Tremulous Tremulous All All All All
Application Urbanterror lourbanterror All All All All
Application Worldofpadman World Of Padman All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

[SECURITY] Fedora 14 Update: quake3-1.36-11.svn2102.fc14

ioQuake3 Engine Multiple Remote Code Execution Vulnerabilities

Fedora update for openarena - Secunia.com

Fedora update for quake3 - Secunia.com

ioQuake3 Remote shell injection - CXSecurity.com

SecurityFocus

NEOHAPSIS - Peace of Mind Through Integrity and Insight

IBM X-Force Exchange

404 Not Found

Urban Terror: Multiple vulnerabilities (GLSA 201706-23) — Gentoo security
[quake3] Revision 2098

725951 — (CVE-2011-1412, CVE-2011-2764, CVE-2011-3012) CVE-2011-1412 CVE-2011-2764 CVE-2011-3012 quake3: arbitrary code exec
CVE Program record

NVD vulnerability detail

4] |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710537 Gentoo Linux Urban Terror Multiple Vulnerabilities (GLSA 201706-23)
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