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CVE CVE-2011-2765
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2018-08-20 13:29:00 UTC
Updated 2018-10-16 13:44:00 UTC
Description pyro before 3.15 unsafely handles pid files in temporary directory locations and opening the pid file as root. An attacker can

1|

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Pyro Project Pyro All All All
Application Pyro Project Pyro All All All

Language
All

All

References

Reference Source
#631912 - pyro: pidfile in /tmp, opened insecurely [CVE-2011-2765] - Debian Bug report logs CONFIRM
PYRO - Change Log CONFIRM

changed pidfile location because of security vulnerability, debian bu... - irmen/Pyro3@554e095 - GitHub  CONFIRM
CVE Program record CVE.ORG

NVD vulnerability detail NVD

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

Link
bugs.debian.org
pythonhosted.org
github.com

WwWw.Cve.org

nvd.nist.gov

T

E

<

980778 Python (pip) Security Update for pyro (GHSA-xrr4-74mc-rpjc)


https://cve.report/
https://cve.report/CVE-2011-2765/mitre
https://cve.report/CVE-2011-2765/nist
https://cve.report/CVE-2011-2765/cve_org
https://cve.report/api/cve/CVE-2011-2765.json
https://cve.report/CVE-2011-2765.pdf
http://cve.report/vendor/pyro_project
http://cve.report/software/pyro_project/pyro
http://cve.report/vendor/pyro_project
http://cve.report/software/pyro_project/pyro
https://bugs.debian.org/631912
https://pythonhosted.org/Pyro/12-changes.html
https://github.com/irmen/Pyro3/commit/554e095a62c4412c91f981e72fd34a936ac2bf1e
https://www.cve.org/CVERecord?id=CVE-2011-2765
https://nvd.nist.gov/vuln/detail/CVE-2011-2765
http://cve.report/qid/980778
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