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Heap-based buffer overflow in tcptrack before 1.4.2 might allow attackers to execute arbitrary code via a long command line
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tcptrack Command Line Parsing Heap Based Buffer Overflow Vulnerability

377917 — (CVE-2011-2903) <net-analyzer/tcptrack-1.4.2 - heap overflow in command line parsing (CVE-2011-2903)
Bug 729096 — CVE-2011-2903 tcptrack: heap overflow in parsing the command line

IBM X-Force Exchange

oss-security - Re: CVE request: heap overflow in tcptrack < 1.4.2

oss-sec: Re: CVE request: heap overflow in tcptrack < 1.4.2
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web

site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api


http://cve.report/vendor/rhythm
http://cve.report/software/rhythm/tcptrack
http://cve.report/vendor/rhythm
http://cve.report/software/rhythm/tcptrack
http://cve.report/vendor/rhythm
http://cve.report/software/rhythm/tcptrack
http://cve.report/vendor/rhythm
http://cve.report/software/rhythm/tcptrack
http://cve.report/vendor/rhythm
http://cve.report/software/rhythm/tcptrack
http://cve.report/vendor/rhythm
http://cve.report/software/rhythm/tcptrack
http://cve.report/vendor/rhythm
http://cve.report/software/rhythm/tcptrack
http://cve.report/vendor/rhythm
http://cve.report/software/rhythm/tcptrack
http://cve.report/vendor/rhythm
http://cve.report/software/rhythm/tcptrack
http://cve.report/vendor/rhythm
http://cve.report/software/rhythm/tcptrack
http://cve.report/vendor/rhythm
http://cve.report/software/rhythm/tcptrack
http://cve.report/vendor/rhythm
http://cve.report/software/rhythm/tcptrack
http://www.rhythm.cx/~steve/devel/tcptrack/
http://www.securityfocus.com/bid/49352
https://bugs.gentoo.org/show_bug.cgi?id=377917
https://bugzilla.redhat.com/show_bug.cgi?id=729096
https://exchange.xforce.ibmcloud.com/vulnerabilities/69467
http://www.openwall.com/lists/oss-security/2011/08/31/1
http://seclists.org/oss-sec/2011/q3/293
https://www.cve.org/CVERecord?id=CVE-2011-2903
https://nvd.nist.gov/vuln/detail/CVE-2011-2903
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


https://status.cve.report

	CVE-2011-2903
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


