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SQL injection vulnerability in administrator/index2.php in Mambo CMS 4.6.5 and earlier allows remote attackers to execute

| 1|

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Mambo-foundation Mambo 4.6 All All All
Mambo-foundation Mambo 4.6 rcl All All
Mambo-foundation Mambo 4.6 rc2 All All
Mambo-foundation Mambo 4.6.1 All All All
Mambo-foundation Mambo 4.6.2 All All All
Mambo-foundation Mambo 46.2 prei All All
Mambo-foundation Mambo 4.6.2 pre2 All All
Mambo-foundation Mambo 46.3 All All All
Mambo-foundation Mambo 4.6.4 All All All
Mambo-foundation Mambo 4.6 All All All
Mambo-foundation Mambo 4.6 rcl All All
Mambo-foundation Mambo 4.6 rc2 All All
Mambo-foundation Mambo 4.6.1 All All All
Mambo-foundation Mambo 4.6.2 All All All
Mambo-foundation Mambo 4.6.2 prel All All
Mambo-foundation Mambo 4.6.2 pre2 All All
Mambo-foundation Mambo 46.3 All All All
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Application Mambo-foundation Mambo 4.6.4 All All

Application Mambo-foundation Mambo All All All

All

All

References

Reference Source Link

74502 OSVDB www.osvdb.org
yehg.net/lab/pr0js/advisories/%5Bmambo4.6_x%5D_sql_injection MISC yehg.net

CMS 4.x.x Zorder (SQL Injection Vul) EXPLOIT-DB  www.exploit-db.com
Mambo CMS 'zorder' Parameter SQL Injection Vulnerability BID www.securityfocus.com
oss-security - Re: CVE Request: Mambo CMS 4.6.x (4.6.5) | SQL Injection ~ MLIST www.openwall.com
CVE Program record CVE.ORG WwWw.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Tags
Exploit
Exploit
Exploit
Exploit
Exploit
canonical

canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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