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Certain versions of Forcecontrol from Sunwayland contain the following
vulnerability:

Heap-based buffer overflow in httpsvr.exe 6.0.5.3 in Sunway
ForceControl 6.1 SP1, SP2, and SP3 allows remote attackers to cause
a denial of service (crash) and possibly execute arbitrary code via a
crafted URL.
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CVE References

Description Tags Link

Sunway ForceControl Heap Overflow in WebServer Lets Remote
Users Execute Arbitrary Code - SecurityTracker

securitytracker.com

text/html

 SECTRACK 1025672

No Description Provided www.cnvd.org.cn

text/html

Inactive Link Not Archived

 MISC
www.cnvd.org.cn/vulnerability/CNVD-
2011-05347

Sunway ForceControl WebServer Buffer Overflow Vulnerability -
Secunia.com

Vendor Advisory

web.archive.org

text/html

 SECUNIA 45033

力控科技发布安全公告-北京三维力控科技有限公司 Vendor Advisory

web.archive.org

text/html

Inactive Link Not Archived

 CONFIRM
www.sunwayland.com.cn/news_info_.asp?
Nid=3593

No Description Provided www.osvdb.org  OSVDB 73124

CVE-2011-2960 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2011-2960/mitre
https://cve.report/CVE-2011-2960/nist
https://cve.report/CVE-2011-2960/cve_org
https://cve.report/CVE-2011-2960.pdf
http://cve.report/software/sunwayland/forcecontrol
http://cve.report/vendor/sunwayland
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://securitytracker.com/id?1025672
http://www.cnvd.org.cn/vulnerability/CNVD-2011-05347
https://web.archive.org/web/2011/http://secunia.com/advisories/45033
https://web.archive.org/web/2011/http://www.sunwayland.com.cn/news_info_.asp?Nid=3593
http://www.osvdb.org/73124


← Previous ID Next ID→

No Description Provided www.osvdb.org

Inactive Link Not Archived

 OSVDB 73124

404 - File Not Found | CISA US Government Resource

www.us-cert.gov

application/pdf

Inactive Link Not Archived

 MISC www.us-
cert.gov/control_systems/pdf/ICSA-11-
167-01.pdf

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Sunwayland Forcecontrol 6.1 sp1 All All

Application Sunwayland Forcecontrol 6.1 sp2 All All

Application Sunwayland Forcecontrol 6.1 sp3 All All

Application Sunwayland Forcecontrol 6.1 sp1 All All

Application Sunwayland Forcecontrol 6.1 sp2 All All

Application Sunwayland Forcecontrol 6.1 sp3 All All

No vendor comments have been submitted for this CVE
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