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CVE CVE-2011-2964
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-07-29 20:55:00 UTC
Updated 2017-08-29 01:29:00 UTC
Description foomaticrip.c in foomatic-rip in foomatic-filters in Foomatic 4.0.6 allows remote attackers to execute arbitrary code via a craf
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Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Linuxfoundation Foomatic 4.0.6 All All All

Application Linuxfoundation Foomatic 4.0.6 All All All

Reference Source
oss-security - Re: CVE Request: hplip/foomatic-filters MLIST
oss-security - Re: CVE Request: hplip/foomatic-filters MLIST
www.xerox.com/download/security/security-bulletin/16287-4d6b7b0c81f7b/cert_... CONFIRN
IBM X-Force Exchange XF
Support REDHAT
oss-security - CVE Request: hplip/foomatic-filters MLIST

Bug 698451 — VUL-0: foomatic-filters and hplip: arbitrary remote code execution as user Ip via foomatic-rip and foomatic-rip-hplip  CONFIRN

USN-1194-1: Foomatic filters vulnerabilities | Ubuntu UBUNTU
Red Hat update for foomatic - Secunia.com SECUNIA
mandriva.com MANDRN
Bug 721001 — CVE-2011-2697 foomatic: Improper sanitization of command line option in foomatic-rip CONFIRN

Gentoo Linux Documentation -- foomatic-filters: User-assisted execution of arbitrary code GENTOO



https://cve.report/
https://cve.report/CVE-2011-2964/mitre
https://cve.report/CVE-2011-2964/nist
https://cve.report/CVE-2011-2964/cve_org
https://cve.report/CVE-2011-2964.pdf
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/foomatic
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/foomatic
http://www.openwall.com/lists/oss-security/2011/07/28/1
http://www.openwall.com/lists/oss-security/2011/07/18/3
http://www.xerox.com/download/security/security-bulletin/16287-4d6b7b0c81f7b/cert_XRX13-003_v1.0.pdf
https://exchange.xforce.ibmcloud.com/vulnerabilities/68994
http://www.redhat.com/support/errata/RHSA-2011-1110.html
http://www.openwall.com/lists/oss-security/2011/07/13/3
https://bugzilla.novell.com/show_bug.cgi?id=698451
http://www.ubuntu.com/usn/USN-1194-1
http://secunia.com/advisories/45477
http://www.mandriva.com/security/advisories?name=MDVSA-2011:125
https://bugzilla.redhat.com/show_bug.cgi?id=721001
http://security.gentoo.org/glsa/glsa-201203-07.xml
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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