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CVE-2011-2976

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2011-2976

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2011-08-09 19:55:00 UTC

2017-08-29 01:29:00 UTC

Cross-site scripting (XSS) vulnerability in Bugzilla 2.16rc1 through 2.22.7, 3.0.x through 3.3.x, and 3.4.x before 3.4.12 allow
| i

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type
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Application
Application
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Application

Application

Vendor Product Version Update Edition Language
Mozilla Bugzilla 2.16 All All All
Mozilla Bugzilla 2.16 rci All All
Mozilla Bugzilla 2.16.1 All All All
Mozilla Bugzilla 2.16.10 All All All
Mozilla Bugzilla 2.16.11 All All All
Mozilla Bugzilla 2.16.2 All All All
Mozilla Bugzilla 2.16.3 All All All
Mozilla Bugzilla 2.16.4 All All All
Mozilla Bugzilla 2.16.5 All All All
Mozilla Bugzilla 2.16.6 All All All
Mozilla Bugzilla 2.16.7 All All All
Mozilla Bugzilla 2.16.8 All All All
Mozilla Bugzilla 2.16.9 All All All
Mozilla Bugzilla 217 All All All
Mozilla Bugzilla 2.17.1 All All All
Mozilla Bugzilla 2.17.3 All All All
Mozilla Bugzilla 2.17.4 All All All
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Applicaton viozina Bugziia 3.2.9 All All All
Application Mozilla Bugzilla 3.3 All All All
Application Mozilla Bugzilla 3.3.1 All All All
Application Mozilla Bugzilla 332 All All All
Application Mozilla Bugzilla 3.3.3 All All All
Application Mozilla Bugzilla 3.3.4 All All All
Application Mozilla Bugzilla 3.4 All All All
Application Mozilla Bugzilla 3.4 rcl All All
Application Mozilla Bugzilla 3.4.1 All All All
Application Mozilla Bugzilla 3.4.10 All All All
Application Mozilla Bugzilla 3.4.11 All All All
Application Mozilla Bugzilla 3.4.2 All All All
Application Mozilla Bugzilla 3.4.3 All All All
Application Mozilla Bugzilla 3.4.4 All All All
Application Mozilla Bugzilla 3.45 All All All
Application Mozilla Bugzilla 3.4.6 All All All
Application Mozilla Bugzilla 3.4.7 All All All
Application Mozilla Bugzilla 3.4.8 All All All
Application Mozilla Bugzilla 3.4.9 All All All
Reference

660053 — (CVE-2011-2976) [SECURITY] If a BUGLIST cookie is compromised, it can be used to XSS show_bug.cgi and inject HTML into <he
IBM X-Force Exchange

Bugzilla Multiple Security Vulnerabilities

4.1.2,4.0.1, 3.6.5, and 3.4.11 Security Advisory :: Bugzilla :: bugzilla.org

74303

Bugzilla Multiple Vulnerabilities - Secunia.com

CVE Program record

NVD vulnerability detail

/| |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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