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Summary

CVE CVE-2011-2978

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-08-09 19:55:00 UTC

Updated 2017-08-29 01:29:00 UTC

Description Bugzilla 2.16rc1 through 2.22.7, 3.0.x through 3.3.x, 3.4.x before 3.4.12, 3.5.x, 3.6.x before 3.6.6, 3.7.x, 4.0.x before 4.0.2, and 4.1.x before 4.1.3 does not prevent changes to the confirmation e-mail address (aka old_email field) for e-mail change notifications, which makes it easier for remote attackers to perform arbitrary address changes by leveraging an unattended workstation.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Bugzilla 2.16 All All All

Application Mozilla Bugzilla 2.16 rc1 All All

Application Mozilla Bugzilla 2.16.1 All All All

Application Mozilla Bugzilla 2.16.10 All All All

Application Mozilla Bugzilla 2.16.11 All All All

Application Mozilla Bugzilla 2.16.2 All All All

Application Mozilla Bugzilla 2.16.3 All All All

Application Mozilla Bugzilla 2.16.4 All All All

Application Mozilla Bugzilla 2.16.5 All All All

Application Mozilla Bugzilla 2.16.6 All All All

Application Mozilla Bugzilla 2.16.7 All All All

Application Mozilla Bugzilla 2.16.8 All All All

Application Mozilla Bugzilla 2.16.9 All All All

Application Mozilla Bugzilla 2.17 All All All

Application Mozilla Bugzilla 2.17.1 All All All

Application Mozilla Bugzilla 2.17.3 All All All

Application Mozilla Bugzilla 2.17.4 All All All
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Application Mozilla Bugzilla 2.17.4 All All All

Application Mozilla Bugzilla 2.17.5 All All All

Application Mozilla Bugzilla 2.17.6 All All All

Application Mozilla Bugzilla 2.17.7 All All All

Application Mozilla Bugzilla 2.18 All All All

Application Mozilla Bugzilla 2.18 rc1 All All

Application Mozilla Bugzilla 2.18 rc2 All All

Application Mozilla Bugzilla 2.18 rc3 All All

Application Mozilla Bugzilla 2.18.1 All All All

Application Mozilla Bugzilla 2.18.2 All All All

Application Mozilla Bugzilla 2.18.3 All All All

Application Mozilla Bugzilla 2.18.4 All All All

Application Mozilla Bugzilla 2.18.5 All All All

Application Mozilla Bugzilla 2.18.6 All All All

Application Mozilla Bugzilla 2.19 All All All

Application Mozilla Bugzilla 2.19.1 All All All

Application Mozilla Bugzilla 2.19.2 All All All

Application Mozilla Bugzilla 2.19.3 All All All

Application Mozilla Bugzilla 2.20 All All All

Application Mozilla Bugzilla 2.20 rc1 All All

Application Mozilla Bugzilla 2.20 rc2 All All

Application Mozilla Bugzilla 2.20.1 All All All

Application Mozilla Bugzilla 2.20.2 All All All

Application Mozilla Bugzilla 2.20.3 All All All

Application Mozilla Bugzilla 2.20.4 All All All

Application Mozilla Bugzilla 2.20.5 All All All

Application Mozilla Bugzilla 2.20.6 All All All

Application Mozilla Bugzilla 2.20.7 All All All

Application Mozilla Bugzilla 2.21 All All All

Application Mozilla Bugzilla 2.21.1 All All All

Application Mozilla Bugzilla 2.21.2 All All All

Application Mozilla Bugzilla 2.22 All All All

Application Mozilla Bugzilla 2.22 rc1 All All

Application Mozilla Bugzilla 2.22.1 All All All

Application Mozilla Bugzilla 2.22.2 All All All

Application Mozilla Bugzilla 2.22.3 All All All
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Application Mozilla Bugzilla 2.22.4 All All All

Application Mozilla Bugzilla 2.22.5 All All All

Application Mozilla Bugzilla 2.22.6 All All All

Application Mozilla Bugzilla 2.22.7 All All All

Application Mozilla Bugzilla 3.0 All All All

Application Mozilla Bugzilla 3.0 rc1 All All

Application Mozilla Bugzilla 3.0.0 All All All

Application Mozilla Bugzilla 3.0.1 All All All

Application Mozilla Bugzilla 3.0.10 All All All

Application Mozilla Bugzilla 3.0.11 All All All

Application Mozilla Bugzilla 3.0.2 All All All

Application Mozilla Bugzilla 3.0.3 All All All

Application Mozilla Bugzilla 3.0.4 All All All

Application Mozilla Bugzilla 3.0.5 All All All

Application Mozilla Bugzilla 3.0.6 All All All

Application Mozilla Bugzilla 3.0.7 All All All

Application Mozilla Bugzilla 3.0.8 All All All

Application Mozilla Bugzilla 3.0.9 All All All

Application Mozilla Bugzilla 3.1.0 All All All

Application Mozilla Bugzilla 3.1.1 All All All

Application Mozilla Bugzilla 3.1.2 All All All

Application Mozilla Bugzilla 3.1.3 All All All

Application Mozilla Bugzilla 3.1.4 All All All

Application Mozilla Bugzilla 3.2 All All All

Application Mozilla Bugzilla 3.2 rc1 All All

Application Mozilla Bugzilla 3.2 rc2 All All

Application Mozilla Bugzilla 3.2.1 All All All

Application Mozilla Bugzilla 3.2.10 All All All

Application Mozilla Bugzilla 3.2.2 All All All

Application Mozilla Bugzilla 3.2.3 All All All

Application Mozilla Bugzilla 3.2.4 All All All

Application Mozilla Bugzilla 3.2.5 All All All

Application Mozilla Bugzilla 3.2.6 All All All

Application Mozilla Bugzilla 3.2.7 All All All

Application Mozilla Bugzilla 3.2.8 All All All

Application Mozilla Bugzilla 3.2.9 All All All

http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla


Application Mozilla Bugzilla 3.2.9 All All All

Application Mozilla Bugzilla 3.3 All All All

Application Mozilla Bugzilla 3.3.1 All All All

Application Mozilla Bugzilla 3.3.2 All All All

Application Mozilla Bugzilla 3.3.3 All All All

Application Mozilla Bugzilla 3.3.4 All All All

Application Mozilla Bugzilla 3.4 All All All

Application Mozilla Bugzilla 3.4 rc1 All All

Application Mozilla Bugzilla 3.4.1 All All All

Application Mozilla Bugzilla 3.4.10 All All All

Application Mozilla Bugzilla 3.4.11 All All All

Application Mozilla Bugzilla 3.4.2 All All All

Application Mozilla Bugzilla 3.4.3 All All All

Application Mozilla Bugzilla 3.4.4 All All All

Application Mozilla Bugzilla 3.4.5 All All All

Application Mozilla Bugzilla 3.4.6 All All All

Application Mozilla Bugzilla 3.4.7 All All All

Application Mozilla Bugzilla 3.4.8 All All All

Application Mozilla Bugzilla 3.4.9 All All All

Application Mozilla Bugzilla 3.5 All All All

Application Mozilla Bugzilla 3.5.1 All All All

Application Mozilla Bugzilla 3.5.2 All All All

Application Mozilla Bugzilla 3.5.3 All All All

Application Mozilla Bugzilla 3.6 All All All

Application Mozilla Bugzilla 3.6 rc1 All All

Application Mozilla Bugzilla 3.6.0 All All All

Application Mozilla Bugzilla 3.6.1 All All All

Application Mozilla Bugzilla 3.6.2 All All All

Application Mozilla Bugzilla 3.6.3 All All All

Application Mozilla Bugzilla 3.6.4 All All All

Application Mozilla Bugzilla 3.6.5 All All All

Application Mozilla Bugzilla 3.7 All All All

Application Mozilla Bugzilla 3.7.1 All All All

Application Mozilla Bugzilla 3.7.2 All All All

Application Mozilla Bugzilla 3.7.3 All All All

Application Mozilla Bugzilla 4.0 All All All
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Application Mozilla Bugzilla 4.0 rc1 All All

Application Mozilla Bugzilla 4.0 rc2 All All

Application Mozilla Bugzilla 4.0.1 All All All

Application Mozilla Bugzilla 4.1 All All All

Application Mozilla Bugzilla 4.1.1 All All All

Application Mozilla Bugzilla 4.1.2 All All All

Application Mozilla Bugzilla 2.16 All All All

Application Mozilla Bugzilla 2.16 rc1 All All

Application Mozilla Bugzilla 2.16.1 All All All

Application Mozilla Bugzilla 2.16.10 All All All

Application Mozilla Bugzilla 2.16.11 All All All

Application Mozilla Bugzilla 2.16.2 All All All

Application Mozilla Bugzilla 2.16.3 All All All

Application Mozilla Bugzilla 2.16.4 All All All

Application Mozilla Bugzilla 2.16.5 All All All

Application Mozilla Bugzilla 2.16.6 All All All

Application Mozilla Bugzilla 2.16.7 All All All

Application Mozilla Bugzilla 2.16.8 All All All

Application Mozilla Bugzilla 2.16.9 All All All

Application Mozilla Bugzilla 2.17 All All All

Application Mozilla Bugzilla 2.17.1 All All All

Application Mozilla Bugzilla 2.17.3 All All All

Application Mozilla Bugzilla 2.17.4 All All All

Application Mozilla Bugzilla 2.17.5 All All All

Application Mozilla Bugzilla 2.17.6 All All All

Application Mozilla Bugzilla 2.17.7 All All All

Application Mozilla Bugzilla 2.18 All All All

Application Mozilla Bugzilla 2.18 rc1 All All

Application Mozilla Bugzilla 2.18 rc2 All All

Application Mozilla Bugzilla 2.18 rc3 All All

Application Mozilla Bugzilla 2.18.1 All All All

Application Mozilla Bugzilla 2.18.2 All All All

Application Mozilla Bugzilla 2.18.3 All All All

Application Mozilla Bugzilla 2.18.4 All All All

Application Mozilla Bugzilla 2.18.5 All All All
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Application Mozilla Bugzilla 2.18.6 All All All

Application Mozilla Bugzilla 2.19 All All All

Application Mozilla Bugzilla 2.19.1 All All All

Application Mozilla Bugzilla 2.19.2 All All All

Application Mozilla Bugzilla 2.19.3 All All All

Application Mozilla Bugzilla 2.20 All All All

Application Mozilla Bugzilla 2.20 rc1 All All

Application Mozilla Bugzilla 2.20 rc2 All All

Application Mozilla Bugzilla 2.20.1 All All All

Application Mozilla Bugzilla 2.20.2 All All All

Application Mozilla Bugzilla 2.20.3 All All All

Application Mozilla Bugzilla 2.20.4 All All All

Application Mozilla Bugzilla 2.20.5 All All All

Application Mozilla Bugzilla 2.20.6 All All All

Application Mozilla Bugzilla 2.20.7 All All All

Application Mozilla Bugzilla 2.21 All All All

Application Mozilla Bugzilla 2.21.1 All All All

Application Mozilla Bugzilla 2.21.2 All All All

Application Mozilla Bugzilla 2.22 All All All

Application Mozilla Bugzilla 2.22 rc1 All All

Application Mozilla Bugzilla 2.22.1 All All All

Application Mozilla Bugzilla 2.22.2 All All All

Application Mozilla Bugzilla 2.22.3 All All All

Application Mozilla Bugzilla 2.22.4 All All All

Application Mozilla Bugzilla 2.22.5 All All All

Application Mozilla Bugzilla 2.22.6 All All All

Application Mozilla Bugzilla 2.22.7 All All All

Application Mozilla Bugzilla 3.0 All All All

Application Mozilla Bugzilla 3.0 rc1 All All

Application Mozilla Bugzilla 3.0.0 All All All

Application Mozilla Bugzilla 3.0.1 All All All

Application Mozilla Bugzilla 3.0.10 All All All

Application Mozilla Bugzilla 3.0.11 All All All

Application Mozilla Bugzilla 3.0.2 All All All

Application Mozilla Bugzilla 3.0.3 All All All

Application Mozilla Bugzilla 3.0.4 All All All
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Application Mozilla Bugzilla 3.0.4 All All All

Application Mozilla Bugzilla 3.0.5 All All All

Application Mozilla Bugzilla 3.0.6 All All All

Application Mozilla Bugzilla 3.0.7 All All All

Application Mozilla Bugzilla 3.0.8 All All All

Application Mozilla Bugzilla 3.0.9 All All All

Application Mozilla Bugzilla 3.1.0 All All All

Application Mozilla Bugzilla 3.1.1 All All All

Application Mozilla Bugzilla 3.1.2 All All All

Application Mozilla Bugzilla 3.1.3 All All All

Application Mozilla Bugzilla 3.1.4 All All All

Application Mozilla Bugzilla 3.2 All All All

Application Mozilla Bugzilla 3.2 rc1 All All
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Application Mozilla Bugzilla 3.4.4 All All All

Application Mozilla Bugzilla 3.4.5 All All All
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Application Mozilla Bugzilla 3.4.8 All All All
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Bugzilla Multiple Vulnerabilities - Secunia.com SECUNIA

670868 – (CVE-2011-2978) [SECURITY] Account preferences page trusts user-modifiable field for obtaining current e-mail address CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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