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CVE CVE-2011-2985
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-08-18 18:55:01 UTC
Updated 2026-04-29 01:13:23 UTC
Description Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox 4.x through 5, Thunderbird before 6, SeaMonkey

/ |

Risk And Classification

Primary CVSS: v2.0 10 from nvd@nist.gov
AV:N/AC:L/Au:N/C:C/I:.C/A:C

Problem Types: NVD-CWE-noinfo | n/a
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 4.0 All All All
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Application Mozilla I hunderbird 2.0.0.6 All All All
Application Mozilla Thunderbird 2.0.0.7 All All All
Application Mozilla Thunderbird 2.0.0.8 All All All
Application Mozilla Thunderbird 2.0.0.9 All All All
Application Mozilla Thunderbird 3.0 All All All
Application Mozilla Thunderbird 3.0.1 All All All
Application Mozilla Thunderbird 3.0.10 All All All
Application Mozilla Thunderbird 3.0.11 All All All
Application Mozilla Thunderbird 3.0.2 All All All
Application Mozilla Thunderbird 3.0.3 All All All
Application Mozilla Thunderbird 3.04 All All All
Application Mozilla Thunderbird 3.05 All All All
Application Mozilla Thunderbird 3.0.6 All All All
Application Mozilla Thunderbird 3.0.7 All All All
Application Mozilla Thunderbird 3.0.8 All All All
Application Mozilla Thunderbird 3.0.9 All All All
Application Mozilla Thunderbird 3.1 All All All
Application Mozilla Thunderbird 3.1.1 All All All
Application Mozilla Thunderbird 3.1.2 All All All
Application Mozilla Thunderbird 3.1.3 All All All
Application Mozilla Thunderbird 3.1.4 All All All
Application Mozilla Thunderbird 3.1.5 All All All
Application Mozilla Thunderbird 3.1.6 All All All
Application Mozilla Thunderbird 3.1.7 All All All
Application Mozilla Thunderbird All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

MFSA 2011-29: Security issues addressed in Firefox 6
650273 — "Assertion failure: compartment mismatched" with setTimeout
669584 — The fix for bug 639728 forgot that items are created lazily

Bug 650732 — Crash [@ nsSMiLInstanceTime::HandleChangedInterval(nsSMILTimeContainer const*, int, int) ] [@ nsSMILInstanceTime::Han

/ARNEA7 "AQQEDTINNI: iinahlAa tAa tranenlant wirannare nrakhakhhs NORT
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https://bugzilla.mozilla.org/show_bug.cgi?id=650273
https://bugzilla.mozilla.org/show_bug.cgi?id=669584
https://bugzilla.mozilla.org/show_bug.cgi?id=650732

UUUU I/ — MOULITIUIN. UHAUIS W UaHDPIAIL WIAPPSTS, PIUNauly UiV
646825 — [ANGLE] crash [@ gl::VertexDataConverter<float, gl::WidenRule<int, 2>, gl::ConversionRule<int, 0, int>, gl::DefaultVertexValues<flc
MFSA 2011-31: Security issues addressed in Thunderbird 6

667512 — Crash [@ nslIFrame::PeekOffset] with removing br and table cell and pressing right arrow key

667092 — Crash [@ DocumentViewerlmpl::Print] with onbeforeprint

667315 — XSLT crashes Firefox 5 and Firefox 7 (but not Firefox 4)

651030 — "Assertion failure: JSVAL_IS_DOUBLE_IMPL(data)"

MFSA 2011-33: Security issues addressed in SeaMonkey 2.3

662132 — Tl: Crash [@ JSString::isFlat]

Security Alerts - Secunia

648206 — "ASSERTION: bad this object in get" or crash [@ xpc::holder_get] with InstallTrigger

668245 — Crash [@ mozilla::places::History::NotifyVisited(nsIURI*) ]

[security-announce] SUSE Security Announcement: Mozilla Firefox (SUSE-SA

665518 — Websocket Data Framing crash [@mozilla::net::nsWebSocketHandler::ApplyMask]

650275 — "ABORT: bad scope for new JSObjects" with setTimeout

Repository / Oval Repository

CVE Program record

NVD vulnerability detail
& ‘\ ¥

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://www.mozilla.org/security/announce/2011/mfsa2011-31.html
https://bugzilla.mozilla.org/show_bug.cgi?id=667512
https://bugzilla.mozilla.org/show_bug.cgi?id=667092
https://bugzilla.mozilla.org/show_bug.cgi?id=667315
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