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/

CVE-2011-2987

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2011-2987

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2011-08-18 18:55:00 UTC

2017-09-19 01:33:00 UTC

Heap-based buffer overflow in Aimost Native Graphics Layer Engine (ANGLE), as used in the WebGL implementation in M

| 1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Mozilla Firefox 4.0 All All All
Mozilla Firefox 4.0 betal All All
Mozilla Firefox 4.0 beta10 All All
Mozilla Firefox 4.0 betal1 All All
Mozilla Firefox 4.0 betal2 All All
Mozilla Firefox 4.0 beta2 All All
Mozilla Firefox 4.0 beta3 All All
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Mozilla Firefox 4.0 beta8 All All
Mozilla Firefox 4.0 beta9 All All
Mozilla Firefox 4.01 All All All
Mozilla Firefox 5.0 All All All
Mozilla Firefox 4.0 All All All
Mozilla Firefox 4.0 betal All All
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AppIGAUUI vIvZitia HunueuIU o.u.1 Al Al Al
Application Mozilla Thunderbird 3.0.8 All All All
Application Mozilla Thunderbird 3.0.9 All All All
Application Mozilla Thunderbird 3.1 All All All
Application Mozilla Thunderbird 3.1.1 All All All
Application Mozilla Thunderbird 3.1.2 All All All
Application Mozilla Thunderbird 3.1.3 All All All
Application Mozilla Thunderbird 3.1.4 All All All
Application Mozilla Thunderbird 3.15 All All All
Application Mozilla Thunderbird 3.1.6 All All All
Application Mozilla Thunderbird 3.1.7 All All All
Application Mozilla Thunderbird All All All All
Reference Source Link Te
Mozilla Firefox, SeaMonkey, and Thunderbird CVE-2011-2987 Heap Buffer Overflow Vulnerability BID www.securityfocus.com
665934 — (CVE-2011-2987) GrowAtomTable() return code not checked, crash due to ANGLE CONFIRM  bugzilla.mozilla.org
[security-announce] SUSE Security Announcement: Mozilla Firefox (SUSE-SA SUSE lists.opensuse.org
MFSA 2011-31: Security issues addressed in Thunderbird 6 CONFIRM  www.mozilla.org
Repository / Oval Repository OVAL oval.cisecurity.org
Security Alerts - Secunia SECUNIA  secunia.com
MFSA 2011-33: Security issues addressed in SeaMonkey 2.3 CONFIRM  www.mozilla.org
MFSA 2011-29: Security issues addressed in Firefox 6 CONFIRM  www.mozilla.org Ve
CVE Program record CVE.ORG www.cve.org ca
NVD vulnerability detail NVD nvd.nist.gov ca
L] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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