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AVNACLAUNCPINAN Certain versions of Firefox from Mozilla contain the following
vulnerability:

The implementation of Content Security Policy (CSP) violation reports
in Mozilla Firefox 4.x through 5, SeaMonkey 2.x before 2.3, and
possibly other products does not remove proxy-authorization
credentials from the listed request headers, which allows attackers to
obtain sensitive information by reading a report, related to incorrect
host resolution that occurs with certain redirects.

CVE-2011-2990 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM |

Access Access Authentication
Vector Complexity

NETWORK LoW [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

[security-announce] SUSE Security Announcement: Mozilla 9 SUSE SUSE-SA:2011:037

Firefox (SUSE-SA

664983 — (CVE-2011-2990) Content Security Policy, violation {7) CONFIRM bugzilla.mozilla.org/show_bug.cgi?

reports, leak web proxy credentials id=664983

MFSA 2011-33: Security issues addressed in SeaMonkey 2.3 B3 CONFIRM
www.mozilla.org/security/announce/2011/mfsa2011-

33.html
Repository / Oval Repository () OVAL oval:org.mitre.oval:def:14458

MFSA 2011-29: Security issues addressed in Firefox 6 ™ CONFIRM


https://cve.report/
https://cve.report/CVE-2011-2990/mitre
https://cve.report/CVE-2011-2990/nist
https://cve.report/CVE-2011-2990/cve_org
https://cve.report/CVE-2011-2990.pdf
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://lists.opensuse.org/opensuse-security-announce/2011-08/msg00023.html
https://bugzilla.mozilla.org/show_bug.cgi?id=664983
http://www.mozilla.org/security/announce/2011/mfsa2011-33.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A14458

L}
www.mozilla.org/security/announce/2011/mfsa2011-

29.html
679588 — Intermittent browser_select_update.js or {2y CONFIRM bugzilla.mozilla.org/show_bug.cgi?
browser_select_confirm.js or browser_select_selection.js | Test id=679588

timed out followed by | Found a after previous test timed out

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 4.0 All All All
Application Mozilla Firefox 4.0 betal All All
Application Mozilla Firefox 4.0 betal0 All All
Application Mozilla Firefox 4.0 betat1 All All
Application Mozilla Firefox 4.0 betal2 All All
Application Mozilla Firefox 4.0 beta2 All All
Application Mozilla Firefox 4.0 beta3 All All
Application Mozilla Firefox 4.0 beta4 All All
Application Mozilla Firefox 4.0 betab All All
Application Mozilla Firefox 4.0 beta6 All All
Application Mozilla Firefox 4.0 beta7 All All
Application Mozilla Firefox 4.0 beta8 All All
Application Mozilla Firefox 4.0 beta9 All All
Application Mozilla Firefox 4.0.1 All All All
Application Mozilla Firefox 5.0 All All All
Application Mozilla Firefox 4.0 All All All
Application Mozilla Firefox 4.0 betal All All
Application Mozilla Firefox 4.0 beta10 All All
Application Mozilla Firefox 4.0 betal1 All All
Application Mozilla Firefox 4.0 betal2 All All
Application Mozilla Firefox 4.0 beta2 All All
Application Mozilla Firefox 4.0 beta3 All All
Application Mozilla Firefox 4.0 betad All All

Application Mozilla Firefox 4.0 betab All All
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cpe:2.3:a:mozilla:firefox:5.0:*: "

cpe:2.3:a:mozilla:firefox:4.0:*:* "

L

cpe:2.3:a:mozilla:firefox:4.0:beta12:*:*:*:*:*:*:

dkakakakakak.

cpe:2.3:a:mozilla:firefox:4.0:beta2:*:*:*:*:*:*:

Skk ok k kK.

cpe:2.3:a:mozilla:firefox:4.0:betab:*:*:*:*:*:*:

Skuk ok ak k.

cpe:2.3:a:mozilla:firefox:4.0:beta7:*:*:*:*:*:*:

Skk ok uk k.

cpe:2.3:a:mozilla:firefox:4.0:beta8:*:*:*:*:*:*:
cpe:2.3:a:mozilla:firefox:4.0:beta9:*:*:*:*:*:*:
cpe:2.3:a:mozilla:firefox:4.0.1:*:*****:*:
cpe:2.3:a:mozilla:firefox:5.0:*:*:****::

ARk kR kR k.

cpe:2.3:a:mozilla:seamonkey:1.0: "%

KKk kLR k.

cpe:2.3:a:mozilla:seamonkey:1.0:alpha:*:*:*:*:*:*:

LRk Lk akakuk.

cpe:2.3:a:mozilla:seamonkey:1.0:beta:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.0.1: ™

cpe:2.3:a:mozilla:seamonkey:1.0.2:*: "

cpe:2.3:a:mozilla:seamonkey:1.0.3:*: "

cpe:2.3:a:mozilla:seamonkey:1.0.4: "

cpe:2.3:a:mozilla:seamonkey:1.0.5:* "

cpe:2.3:a:mozilla:seamonkey:1.0.6:*:*:* " *:

cpe:2.3:a:mozilla:seamonkey:1.0.7:: " *:

cpe:2.3:a:mozilla:seamonkey:1.0.8: " "™

cpe:2.3:a:mozilla:seamonkey:1.0.9: " "™



cpe:2.3:a:mozillaizseamonkey:1.1:™ """

cpe:2.3:a:mozilla:seamonkey:1.1:alpha:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.1:beta:*:™:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.1. 1 "

cpe:2.3:a:mozilla:seamonkey:1.1.10:" """ ™

cpe:2.3:a:mozilla:seamonkey:1.1.11: " "

cpe:2.3:a:mozilla:zseamonkey:1.1.12:%:* "™

cpe:2.3:a:mozilla:seamonkey:1.1.13:% "%

cpe:2.3:a:mozilla:zseamonkey:1.1.14: % ™

cpe:2.3:a:mozilla:seamonkey:1.1.15:% " ™

cpe:2.3:a:mozilla:seamonkey:1.1.16:*:**:* "

cpe:2.3:a:mozilla:zseamonkey:1.1.17:% % "

cpe:2.3:a:mozilla:seamonkey:1.1.18: " "

cpe:2.3:a:mozilla:seamonkey:1.1.19: ™

cpe:2.3:a:mozilla:seamonkey:1.1.2:* "

cpe:2.3:a:mozilla:seamonkey:1.1.3: "

cpe:2.3:a:mozilla:seamonkey:1.1. 4% "

cpe:2.3:a:mozilla:seamonkey:1.1.5: "

cpe:2.3:a:mozilla:seamonkey:1.1.6:* "

cpe:2.3:a:mozilla:seamonkey:1.1. 7

cpe:2.3:a:mozilla:seamonkey:1.1.8: "

cpe:2.3:a:mozilla:seamonkey:1.1.9: ™

LRk kR kR k.

cpe:2.3:a:mozilla:seamonkey:1.5.0.10:

cpe:2.3:a:mozilla:seamonkey:1.5.0.8:*:***:**:*:

cpe:2.3:a:mozilla:seamonkey:1.5.0.9:** " **:*:

cpe:2.3:a:mozilla:seamonkey:2.0:*:*** "

Kk koK akak.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_1::*:**:*:*:



cpe:2.3:a:mozilla:seamonkey:2.0.1:: " "

dkakakukkakak.

cpe:2.3:a:mozilla:seamonkey:2.0.10:":*: " ™

cpe:2.3:a:mozilla:seamonkey:2.0.2:*:* "
cpe:2.3:a:mozilla:seamonkey:2.0.3:*:*: "
cpe:2.3:a:mozilla:seamonkey:2.0.4:*:* "
cpe:2.3:a:mozilla:seamonkey:2.0.5:%:* "
cpe:2.3:a:mozilla:seamonkey:2.0.6:*:*:*:*:**:*:
cpe:2.3:a:mozilla:seamonkey:2.0.7:*: " "
cpe:2.3:a:mozilla:seamonkey:2.0.8:*: """
cpe:2.3:a:mozilla:seamonkey:2.0.9:*: "

dkkakkkuk.

cpe:2.3:a:mozilla:seamonkey:2.1:alphat:***:**::

Lkkakukkuk.

cpe:2.3:a:mozilla:seamonkey:2.1:alpha2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.0:

KLk kKR k.

cpe:2.3:a:mozilla:seamonkey:1.0:alpha:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.0.1:* 0™
cpe:2.3:a:mozilla:seamonkey:1.0.2:*: "
cpe:2.3:a:mozilla:seamonkey:1.0.3:*: "
cpe:2.3:a:mozilla:seamonkey:1.0.4:* 0"
cpe:2.3:a:mozilla:seamonkey:1.0.5:* " *:

cpe:2.3:a:mozilla:seamonkey:1.0.6:*:

cpe:2.3:a:mozilla:seamonkey:1.0.7::* ">



cpe:2.3:a:mozilla:seamonkey:1.0.8:*: " :*:*:

cpe:2.3:a:mozilla:seamonkey:1.0.9: """

cpe:2.3:a:mozilla:seamonkey:1.1: " "

cpe:2.3:a:mozilla:seamonkey:1.1:alpha:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.1:beta:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.1. 1 "

cpe:2.3:a:mozilla:zseamonkey:1.1.10:™:* "™

cpe:2.3:a:mozilla:zseamonkey:1.1.11:% " ™

cpe:2.3:a:mozilla:seamonkey:1.1.12:* " ™

cpe:2.3:a:mozilla:zseamonkey:1.1.13:*:* ™

cpe:2.3:a:mozilla:seamonkey:1.1.14: %% "

cpe:2.3:a:mozilla:zseamonkey:1.1.15:% "

cpe:2.3:a:mozilla:zseamonkey:1.1.16:*:**: "

cpe:2.3:a:mozilla:seamonkey:1.1.17:

cpe:2.3:a:mozilla:seamonkey:1.1.18: " ™

cpe:2.3:a:mozilla:seamonkey:1.1.19: ™

cpe:2.3:a:mozilla:seamonkey:1.1.2:* "

cpe:2.3:a:mozilla:seamonkey:1.1.3:* "

cpe:2.3:a:mozilla:seamonkey:1.1. 4% "

cpe:2.3:a:mozilla:seamonkey:1.1.5:% ™

cpe:2.3:a:mozilla:seamonkey:1.1.6:*: "

cpe:2.3:a:mozilla:seamonkey:1.1.7: "

cpe:2.3:a:mozilla:seamonkey:1.1.8:*: "

cpe:2.3:a:mozilla:seamonkey:1.1.9:* "

Wk Rk kR Rk,

cpe:2.3:a:mozilla:seamonkey:1.5.0.10:

cpe:2.3:a:mozilla:seamonkey:1.5.0.8:*:* "1 **:*:

cpe:2.3:a:mozilla:seamonkey:1.5.0.9:"** " %™

cpe:2.3:a:mozilla:seamonkey:2.0:*:* " "%



akLk kK uk k.

cpe:2.3:a:mozilla:zseamonkey:2.0:rc2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.0.1: % "

Skukakakakakak.

cpe:2.3:a:mozilla:seamonkey:2.0.10:*:*:*: "™

Skukakukkakak.

cpe:2.3:a:mozilla:seamonkey:2.0.11:*:* ™

cpe:2.3:a:mozilla:seamonkey:2.0.2:*:* "

cpe:2.3:a:mozilla:seamonkey:2.0.3:*:*: "

cpe:2.3:a:mozilla:seamonkey:2.0.4:*:* "

cpe:2.3:a:mozilla:seamonkey:2.0.5:* " "

cpe:2.3:a:mozilla:seamonkey:2.0.6:*: """

cpe:2.3:a:mozilla:seamonkey:2.0.7:*

cpe:2.3:a:mozilla:seamonkey:2.0.8:*:*: "

cpe:2.3:a:mozilla:seamonkey:2.0.9:*:*:***:*:*:

Lkak Lk kkuk.

cpe:2.3:a:mozilla:seamonkey:2.1:alphat:**:*:**:*:

LRk kR kuk.

cpe:2.3:a:mozilla:seamonkey:2.1:alpha2:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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