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MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2011-2995
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-09-29 00:55:00 UTC
Updated 2017-09-19 01:33:00 UTC
Description Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox before 3.6.23 and 4.x through 6, Thunderbird be

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 3.6 All All All
Application Mozilla Firefox 3.6.10 All All All
Application Mozilla Firefox 3.6.11 All All All
Application Mozilla Firefox 3.6.12 All All All
Application Mozilla Firefox 3.6.13 All All All
Application Mozilla Firefox 3.6.14 All All All
Application Mozilla Firefox 3.6.15 All All All
Application Mozilla Firefox 3.6.16 All All All
Application Mozilla Firefox 3.6.17 All All All
Application Mozilla Firefox 3.6.18 All All All
Application Mozilla Firefox 3.6.19 All All All
Application Mozilla Firefox 3.6.2 All All All
Application Mozilla Firefox 3.6.20 All All All
Application Mozilla Firefox 3.6.21 All All All
Application Mozilla Firefox 3.6.3 All All All
Application Mozilla Firefox 3.6.4 All All All
Application Mozilla Firefox 3.6.6 All All All
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Appivaanun v TR ey A - -
Application Mozilla Thunderbird 3.1.7 All All All
Application Mozilla Thunderbird 3.1.8 All All All
Application Mozilla Thunderbird 3.1.9 All All All
Application Mozilla Thunderbird 5.0 All All All
Application Mozilla Thunderbird All All All All
Reference Source Link Tags
665360 — Crash [@ gfxMixedFontFamily::ReplaceFontEntry(gfxFontEntry*, gfxFontEntry*) ] CONFIRM  bugzilla.mozilla.org
655098 — CreateNPObjectMember jsids don't appear to be rooted CONFIRM  bugzilla.mozilla.org
SUSE update for MozillaThunderbird - Secunia.com SECUNIA secunia.com
Support / Security / Advisories / / MDVSA-2011:139 | Mandriva MANDRIVA  www.mandriva.com
openSUSE-SU-2011:1076-2: important: MozillaThunderbird: Update to Mozill SUSE lists.opensuse.org
Debian -- Security Information -- DSA-2312-1 iceape DEBIAN www.debian.org
Support / Security / Advisories / / MDVSA-2011:142 | Mandriva MANDRIVA  www.mandriva.com
Support / Security / Advisories / / MDVSA-2011:140 | Mandriva MANDRIVA  www.mandriva.com
Support / Security / Advisories / / MDVSA-2011:141 | Mandriva MANDRIVA  www.mandriva.com
Repository / Oval Repository OVAL oval.cisecurity.org
Support REDHAT www.redhat.com
660453 — Crash [@ txExecutionState::end] CONFIRM  bugzilla.mozilla.org
MFSA 2011-36: Miscellaneous memory safety hazards (rv:7.0 / rv:1.9.2.23) CONFIRM  www.mozilla.org Vendor Ad
Debian -- Security Information -- DSA-2313-1 iceweasel DEBIAN www.debian.org
662215 — "ASSERTION: not a file URL" CONFIRM bugzilla.mozilla.org
Debian -- Security Information -- DSA-2317-1 icedove DEBIAN www.debian.org
CVE Program record CVE.ORG  www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical,
‘ s |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.


http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
https://bugzilla.mozilla.org/show_bug.cgi?id=665360
https://bugzilla.mozilla.org/show_bug.cgi?id=655098
http://secunia.com/advisories/46315
http://www.mandriva.com/security/advisories?name=MDVSA-2011:139
http://lists.opensuse.org/opensuse-updates/2011-10/msg00002.html
http://www.debian.org/security/2011/dsa-2312
http://www.mandriva.com/security/advisories?name=MDVSA-2011:142
http://www.mandriva.com/security/advisories?name=MDVSA-2011:140
http://www.mandriva.com/security/advisories?name=MDVSA-2011:141
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A13957
http://www.redhat.com/support/errata/RHSA-2011-1341.html
https://bugzilla.mozilla.org/show_bug.cgi?id=660453
http://www.mozilla.org/security/announce/2011/mfsa2011-36.html
http://www.debian.org/security/2011/dsa-2313
https://bugzilla.mozilla.org/show_bug.cgi?id=662215
http://www.debian.org/security/2011/dsa-2317
https://www.cve.org/CVERecord?id=CVE-2011-2995
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CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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