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Certain versions of Iphone Os from Apple contain the following
vulnerability:

Integer overflow in libpng, as used in Google Chrome before
17.0.963.56, allows remote attackers to cause a denial of service or
possibly have unspecified other impact via unknown vectors that
trigger an integer truncation.
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CVE References

Description Tags Link

[security-announce] SUSE-SU-2012:0303-1:
important: Security update for

Mailing List

Third Party Advisory

lists.opensuse.org

text/html

 SUSE SUSE-SU-2012:0303

Chrome Releases: Chrome Stable Update Release Notes

Vendor Advisory

googlechromereleases.blogspot.com

text/html

 CONFIRM
googlechromereleases.blogspot.com/2012/02/chrome-
stable-update.html

APPLE-SA-2012-09-19-2 OS X Mountain Lion
v10.8.2, OS X Lion v10.7.5 and Security
Update 2012-004

Mailing List

Third Party Advisory

lists.apple.com

text/html

 APPLE APPLE-SA-2012-09-19-2

[security-announce] openSUSE-SU-
2012:0297-1: important: mozilla-xulrunne

Mailing List

Third Party Advisory

 SUSE openSUSE-SU-2012:0297
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http://cve.report/vendor/apple
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://lists.opensuse.org/opensuse-security-announce/2012-02/msg00023.html
http://googlechromereleases.blogspot.com/2012/02/chrome-stable-update.html
http://lists.apple.com/archives/security-announce/2012/Sep/msg00004.html
http://lists.opensuse.org/opensuse-security-announce/2012-02/msg00020.html


2012:0297-1: important: mozilla-xulrunne Third Party Advisory

lists.opensuse.org

text/html

Security Alerts - Secunia Not Applicable

web.archive.org

text/html

 SECUNIA 49660

About the security content of OS X Mountain
Lion v10.8.2, OS X Lion v10.7.5 and Security
Update 2012-004

Third Party Advisory

support.apple.com

text/html

 CONFIRM support.apple.com/kb/HT5501

Repository / Oval Repository Third Party Advisory

oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:15032

Gentoo Linux Documentation -- libpng:
Multiple vulnerabilities

Third Party Advisory

security.gentoo.org

text/html

 GENTOO GLSA-201206-15

APPLE-SA-2012-09-19-1 iOS 6 Mailing List

Third Party Advisory

lists.apple.com

text/html

 APPLE APPLE-SA-2012-09-19-1

About Secunia Research | Flexera Not Applicable

secunia.com

Depreciated Link

text/plain

 SECUNIA 48016

112822 - chromium - An open-source project
to help move the web forward. - Monorail

Exploit

Vendor Advisory

code.google.com

text/html

 CONFIRM
code.google.com/p/chromium/issues/detail?id=112822

Security Advisory SA48110 - Pale Moon Two
Vulnerabilities - Secunia

Not Applicable

web.archive.org

text/html

 SECUNIA 48110

About the security content of iOS 6 Third Party Advisory

support.apple.com

text/html

 CONFIRM support.apple.com/kb/HT5503

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Exploit/POC from Github

Example of exploiting CVE-2011-3026 on Firefox (Linux/x86)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Apple Iphone Os All All All All

Operating
System

Apple Iphone Os All All All All
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System

Operating
System

Apple Mac Os X All All All All

Operating
System

Apple Mac Os X 10.6.8 All All All

Operating
System

Apple Mac Os X All All All All

Operating
System

Apple Mac Os X 10.6.8 All All All

Operating
System

Apple Mac Os X Server All All All All

Operating
System

Apple Mac Os X Server 10.6.8 All All All

Operating
System

Apple Mac Os X Server All All All All

Operating
System

Apple Mac Os X Server 10.6.8 All All All

Application Google Chrome All All All All

Application Google Chrome All All All All

Operating
System

Opensuse Opensuse 11.4 All All All

Operating
System

Opensuse Opensuse 11.4 All All All

Operating
System

Suse Linux Enterprise Server 11 sp1 All All

Operating
System

Suse Linux Enterprise Server 11 sp1 All All

Operating
System

Suse Suse Linux Enterprise Server 11 sp1 All All

Operating
System

Suse Suse Linux Enterprise Server 11 sp1 All All

Operating
System

Suse Suse Linux Enterprise Server 11 sp1 All All

Operating
System

Suse Suse Linux Enterprise Server 11 sp1 All All

Operating
System

Suse Suse Linux Enterprise Server 11 sp1 All All

Operating
System

Suse Suse Linux Enterprise Server 11 sp1 All All

cpe:2.3:o:apple:iphone_os:*:*:*:*:*:*:*:*:

cpe:2.3:o:apple:iphone_os:*:*:*:*:*:*:*:*:

cpe:2.3:o:apple:mac_os_x:*:*:*:*:*:*:*:*:

cpe:2.3:o:apple:mac_os_x:10.6.8:*:*:*:*:*:*:*:
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No vendor comments have been submitted for this CVE
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