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Summary

CVE CVE-2011-3089

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-05-16 00:55:00 UTC

Updated 2017-12-29 02:29:00 UTC

Description Use-after-free vulnerability in Google Chrome before 19.0.1084.46 allows remote attackers to cause a denial of service or possibly have unspecified other impact via vectors involving tables.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome All All All All

References

Reference

Google Chrome Multiple Flaws Let Remote Users Execute Arbitrary Code - SecurityTracker

Gentoo Linux Documentation -- Chromium, V8: Multiple vulnerabilities

Google Chrome Prior to 19 Multiple Security Vulnerabilities

Repository / Oval Repository

IBM X-Force Exchange

APPLE-SA-2012-07-25-1 Safari 6.0

APPLE-SA-2012-09-12-1 iTunes 10.7

APPLE-SA-2012-09-19-1 iOS 6

Issue 120711 - chromium - Heap-use-after-free in WebCore::Element::recalcStyle - An open-source project to help move the web forward. - Google Project Hosting

About the security content of iTunes 10.7

About the security content of Safari 6

[security-announce] openSUSE-SU-2012:0656-1: important: update for chrom

Chrome Releases: Stable Channel Update
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https://exchange.xforce.ibmcloud.com/vulnerabilities/75594
http://lists.apple.com/archives/security-announce/2012/Jul/msg00000.html
http://lists.apple.com/archives/security-announce/2012/Sep/msg00001.html
http://lists.apple.com/archives/security-announce/2012/Sep/msg00003.html
http://code.google.com/p/chromium/issues/detail?id=120711
http://support.apple.com/kb/HT5485
http://support.apple.com/kb/HT5400
http://lists.opensuse.org/opensuse-security-announce/2012-05/msg00017.html
http://googlechromereleases.blogspot.com/2012/05/stable-channel-update.html


About the security content of iOS 6

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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