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CVE CVE-2011-3112
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-05-24 18:55:01 UTC
Updated 2026-04-29 01:13:23 UTC
Description Use-after-free vulnerability in the PDF functionality in Google Chrome before 19.0.1084.52 allows remote attackers to caus:

/ |

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:N/I:N/A:P

Problem Types: CWE-399 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:N/I:N/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome 19.0.1028.0 All All All


https://cve.report/
https://cve.report/CVE-2011-3112/mitre
https://cve.report/CVE-2011-3112/nist
https://cve.report/CVE-2011-3112/cve_org
https://cve.report/api/cve/CVE-2011-3112.json
https://cve.report/CVE-2011-3112.pdf
http://cve.report/vendor/google
http://cve.report/software/google/chrome
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Application Google Chrome 19.0.1084.31 Al Al All
Application Google Chrome 19.0.1084.32 All All All
Application Google Chrome 19.0.1084.33 All All All
Application Google Chrome 19.0.1084.35 All All All
Application Google Chrome 19.0.1084.36 All All All
Application Google Chrome 19.0.1084.37 All All All
Application Google Chrome 19.0.1084.38 All All All
Application Google Chrome 19.0.1084.39 All All All
Application Google Chrome 19.0.1084.4 All All All
Application Google Chrome 19.0.1084.40 All All All
Application Google Chrome 19.0.1084.41 All All All
Application Google Chrome 19.0.1084.42 All All All
Application Google Chrome 19.0.1084.43 All All All
Application Google Chrome 19.0.1084.44 All All All
Application Google Chrome 19.0.1084.45 All All All
Application Google Chrome 19.0.1084.46 All All All
Application Google Chrome 19.0.1084.47 All All All
Application Google Chrome 19.0.1084.48 All All All
Application Google Chrome 19.0.1084.5 All All All
Application Google Chrome 19.0.1084.50 All All All
Application Google Chrome 19.0.1084.6 All All All
Application Google Chrome 19.0.1084.7 All All All
Application Google Chrome 19.0.1084.8 All All All
Application Google Chrome 19.0.1084.9 All All All
Application Google Chrome All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Issue 127331 - chromium - Use-after-free in PDF with bad cross-refs and encryption - An open-source project to help move the web forward. -
Repository / Oval Repository
Google Chrome Prior to 19.0.1084.52 Multiple Security Vulnerabilities

Chrome Releases: Stable Channel Update
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https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A15076
http://www.securityfocus.com/bid/53679
http://googlechromereleases.blogspot.com/2012/05/stable-channel-update_23.html
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CVE Program record

NVD vulnerability detail

/]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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