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Summary

CVE CVE-2011-3140

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-08-15 21:55:00 UTC

Updated 2018-10-09 19:33:00 UTC

Description IBM Web Application Firewall, as used on the G400 IPS-G400-IB-1 and GX4004 IPS-GX4004-IB-2 appliances with update 31.030, does not properly handle query strings with multiple instances of the same parameter, which allows remote attackers to bypass intended intrusion prevention by dividing a dangerous parameter value into substrings, as demonstrated by a SQL statement that is split across multiple iid parameters and then sent to a .aspx file on an IIS web server.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Ibm G400 Ips-g400-ib-1 Appliance 31.030 All All All

Hardware Ibm G400 Ips-g400-ib-1 Appliance 31.030 All All All

Hardware Ibm Gx4004 Ips-gx4004-ib-2 Appliance 31.030 All All All

Hardware Ibm Gx4004 Ips-gx4004-ib-2 Appliance 31.030 All All All

Application Ibm Web Application Firewall - All All All

Application Ibm Web Application Firewall - All All All

References

Reference Source Link

IBM Security Network IPS Web Application Firewall Can Be Bypassed By Remote Users - SecurityTracker SECTRACK securitytracker.com

SecurityFocus BUGTRAQ www.securityfocus.com

IBM Web Application Firewall Bypass - CXSecurity.com SREASON securityreason.com

404 Not Found | Trustwave MISC www.trustwave.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

IBM Web Application Firewall Security Bypass Vulnerability BID www.securityfocus.com

HTTP Parameter Abuse Detected (HTTP_Parameter_Abuse) CONFIRM www.iss.net

CVE Program record CVE.ORG www.cve.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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