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Summary

CVE CVE-2011-3146

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-09-05 23:55:00 UTC

Updated 2012-09-13 04:00:00 UTC

Description librsvg before 2.34.1 uses the node name to identify the type of node, which allows context-dependent attackers to cause a denial of service (NULL pointer dereference) and possibly execute arbitrary code via a SVG file with a node with the element name starting with "fe," which is misidentified as a RsvgFilterPrimitive.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnome Librsvg All All All All

References

Reference Source Link

access.redhat.com REDHAT rhn.redhat.com

[SECURITY] Fedora 16 Update: librsvg2-2.34.1-1.fc16 FEDORA lists.fedoraproject.org

librsvg Node Type Handling Vulnerability - Secunia.com SECUNIA secunia.com

[SECURITY] Fedora 15 Update: librsvg2-2.34.0-2.fc15 FEDORA lists.fedoraproject.org

Store node type separately in RsvgNode (34c95743) · Commits · GNOME / librsvg · GitLab CONFIRM git.gnome.org

ftp.gnome.org/pub/GNOME/sources/librsvg/2.34/librsvg-2.34.1.news CONFIRM ftp.gnome.org

[SECURITY] Fedora 14 Update: librsvg2-2.32.0-4.fc14 FEDORA lists.fedoraproject.org

Bug #825497 “eog crashed with SIGSEGV in rsvg_filter_primitive_r...” : Bugs : librsvg package : Ubuntu MISC bugs.launchpad.net

Bug 658014 – crash on NULL dereference CONFIRM bugzilla.gnome.org

Bug 734936 – CVE-2011-3146 librsvg: object type mismatch leading to invalid pointer dereference MISC bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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