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Summary

CVE CVE-2011-3152

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-04-27 20:55:00 UTC

Updated 2017-08-29 01:30:00 UTC

Description DistUpgrade/DistUpgradeFetcherCore.py in Update Manager before 1:0.87.31.1, 1:0.134.x before 1:0.134.11.1, 1:0.142.x before 1:0.142.23.1, 1:0.150.x before 1:0.150.5.1, and 1:0.152.x before 1:0.152.25.5 on Ubuntu 8.04 through 11.10 does not verify the GPG signature before extracting an upgrade tarball, which allows man-in-the-middle attackers to (1) create or overwrite arbitrary files via a directory traversal attack using a crafted tar file, or (2) bypass authentication via a crafted meta-release file.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 10.04 - lts All

Operating System Canonical Ubuntu Linux 10.10 All All All

Operating System Canonical Ubuntu Linux 11.04 All All All

Operating System Canonical Ubuntu Linux 11.10 All All All

Operating System Canonical Ubuntu Linux 8.04 - lts All

Operating System Canonical Ubuntu Linux 10.04 - lts All

Operating System Canonical Ubuntu Linux 10.10 All All All

Operating System Canonical Ubuntu Linux 11.04 All All All

Operating System Canonical Ubuntu Linux 11.10 All All All

Operating System Canonical Ubuntu Linux 8.04 - lts All

Application Canonical Update-manager 1 0.134.7 All All

Application Canonical Update-manager 1 0.142.19 All All

Application Canonical Update-manager 1 0.150 All All

Application Canonical Update-manager 1 0.152.25 All All

Application Canonical Update-manager 1\ 0.134.7 All All

Application Canonical Update-manager 1\ 0.142.19 All All

Application Canonical Update-manager 1\ 0.150 All All
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Application Canonical Update-manager 1\ 0.150 All All

Application Canonical Update-manager 1\ 0.152.25 All All

Application Canonical Update-manager 1\ 0.134.7 All All

Application Canonical Update-manager 1\ 0.142.19 All All

Application Canonical Update-manager 1\ 0.150 All All

Application Canonical Update-manager 1\ 0.152.25 All All

Application Canonical Update-manager All All All All

Application Canonical Update-manager All All All All

References

Reference Source Link

Ubuntu Update Manager GPG Signature Verification Security Bypass Vulnerability BID www.securityfocus.com

Bug #881548 “Insecure use of tarfile module PRIOR to validation ...” : Bugs : “update-manager” package : Ubuntu CONFIRM bugs.launchpad.net

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Security Advisory SA47024 - Ubuntu update for update-manager - Secunia SECUNIA secunia.com

USN-1284-1: Update Manager vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

77642 OSVDB www.osvdb.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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