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CVE CVE-2011-3152
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2014-04-27 20:55:00 UTC
Updated 2017-08-29 01:30:00 UTC

Description DistUpgrade/DistUpgradeFetcherCore.py in Update Manager before 1:0.87.31.1, 1:0.134.x before 1:0.134.11.1, 1:0.142.x k
i

/ |

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 10.04 - Its All
Operating System Canonical Ubuntu Linux 10.10 All All All
Operating System Canonical Ubuntu Linux 11.04 All All All
Operating System Canonical Ubuntu Linux 11.10 All All All
Operating System Canonical Ubuntu Linux 8.04 - Its All
Operating System Canonical Ubuntu Linux 10.04 - Its All
Operating System Canonical Ubuntu Linux 10.10 All All All
Operating System Canonical Ubuntu Linux 11.04 All All All
Operating System Canonical Ubuntu Linux 11.10 All All All
Operating System Canonical Ubuntu Linux 8.04 - Its All
Application Canonical Update-manager 1 0.134.7 All All
Application Canonical Update-manager 1 0.142.19 All All
Application Canonical Update-manager 1 0.150 All All
Application Canonical Update-manager 1 0.152.25 All All
Application Canonical Update-manager 1\ 0.134.7 All All
Application Canonical Update-manager 1\ 0.142.19 All All
Application Canonical Update-manager 1\ 0.150 All All
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CVE Program record

NVD vulnerability detail

1]

Security Advisory SA47024 - Ubuntu update for update-manager - Secunia

USN-1284-1: Update Manager vulnerabilities | Ubuntu

Ubuntu Update Manager GPG Signature Verification Security Bypass Vulnerability

Bug #881548 “Insecure use of tarfile module PRIOR to validation ...” : Bugs : “update-manager” package : Ubuntu

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Source Link
BID www.securil
CONFIRM  bugs.launch
XF exchange.xi
SECUNIA  secunia.con
UBUNTU  www.ubuntt
OSvDB www.osvdb.
CVE.ORG www.cve.or
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