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Summary

CVE CVE-2011-3171

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-11-04 21:55:00 UTC

Updated 2017-08-29 01:30:00 UTC

Description Directory traversal vulnerability in pure-FTPd 1.0.22 and possibly other versions, when running on SUSE Linux Enterprise Server and possibly other operating systems, when the Netware OES remote server feature is enabled, allows local users to overwrite arbitrary files via unknown vectors.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pureftpd Pure-ftpd 0.90 All All All

Application Pureftpd Pure-ftpd 0.91 All All All

Application Pureftpd Pure-ftpd 0.92 All All All

Application Pureftpd Pure-ftpd 0.93 All All All

Application Pureftpd Pure-ftpd 0.94 All All All

Application Pureftpd Pure-ftpd 0.95 All All All

Application Pureftpd Pure-ftpd 0.95 pre1 All All

Application Pureftpd Pure-ftpd 0.95 pre2 All All

Application Pureftpd Pure-ftpd 0.95 pre3 All All

Application Pureftpd Pure-ftpd 0.95 pre4 All All

Application Pureftpd Pure-ftpd 0.95.1 All All All

Application Pureftpd Pure-ftpd 0.95.2 All All All

Application Pureftpd Pure-ftpd 0.96 All All All

Application Pureftpd Pure-ftpd 0.96 pre1 All All

Application Pureftpd Pure-ftpd 0.96.1 All All All

Application Pureftpd Pure-ftpd 0.97 pre1 All All

Application Pureftpd Pure-ftpd 0.97 pre2 All All
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Application Pureftpd Pure-ftpd 0.97 pre2 All All

Application Pureftpd Pure-ftpd 0.97 pre3 All All

Application Pureftpd Pure-ftpd 0.97 pre4 All All

Application Pureftpd Pure-ftpd 0.97 pre5 All All

Application Pureftpd Pure-ftpd 0.97-final All All All

Application Pureftpd Pure-ftpd 0.97.1 All All All

Application Pureftpd Pure-ftpd 0.97.2 All All All

Application Pureftpd Pure-ftpd 0.97.3 All All All

Application Pureftpd Pure-ftpd 0.97.4 All All All

Application Pureftpd Pure-ftpd 0.97.5 All All All

Application Pureftpd Pure-ftpd 0.97.6 All All All

Application Pureftpd Pure-ftpd 0.97.7 All All All

Application Pureftpd Pure-ftpd 0.97.7 pre1 All All

Application Pureftpd Pure-ftpd 0.97.7 pre2 All All

Application Pureftpd Pure-ftpd 0.97.7 pre3 All All

Application Pureftpd Pure-ftpd 0.98 final All All

Application Pureftpd Pure-ftpd 0.98 pre1 All All

Application Pureftpd Pure-ftpd 0.98 pre2 All All

Application Pureftpd Pure-ftpd 0.98.1 All All All

Application Pureftpd Pure-ftpd 0.98.2 All All All

Application Pureftpd Pure-ftpd 0.98.2 a All All

Application Pureftpd Pure-ftpd 0.98.3 All All All

Application Pureftpd Pure-ftpd 0.98.4 All All All

Application Pureftpd Pure-ftpd 0.98.5 All All All

Application Pureftpd Pure-ftpd 0.98.6 All All All

Application Pureftpd Pure-ftpd 0.98.7 All All All

Application Pureftpd Pure-ftpd 0.99 All All All

Application Pureftpd Pure-ftpd 0.99 a All All

Application Pureftpd Pure-ftpd 0.99 b All All

Application Pureftpd Pure-ftpd 0.99 pre1 All All

Application Pureftpd Pure-ftpd 0.99 pre2 All All

Application Pureftpd Pure-ftpd 0.99.1 All All All

Application Pureftpd Pure-ftpd 0.99.1 a All All

Application Pureftpd Pure-ftpd 0.99.1 b All All

Application Pureftpd Pure-ftpd 0.99.2 All All All

Application Pureftpd Pure-ftpd 0.99.2 a All All
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Application Pureftpd Pure-ftpd 0.99.3 All All All

Application Pureftpd Pure-ftpd 0.99.4 All All All

Application Pureftpd Pure-ftpd 0.99.9 All All All

Application Pureftpd Pure-ftpd 1.0.0 All All All

Application Pureftpd Pure-ftpd 1.0.1 All All All

Application Pureftpd Pure-ftpd 1.0.10 All All All

Application Pureftpd Pure-ftpd 1.0.11 All All All

Application Pureftpd Pure-ftpd 1.0.12 All All All

Application Pureftpd Pure-ftpd 1.0.13 a All All

Application Pureftpd Pure-ftpd 1.0.14 All All All

Application Pureftpd Pure-ftpd 1.0.15 All All All

Application Pureftpd Pure-ftpd 1.0.16 a All All

Application Pureftpd Pure-ftpd 1.0.16 b All All

Application Pureftpd Pure-ftpd 1.0.16 c All All

Application Pureftpd Pure-ftpd 1.0.17 All All All

Application Pureftpd Pure-ftpd 1.0.17 a All All

Application Pureftpd Pure-ftpd 1.0.18 All All All

Application Pureftpd Pure-ftpd 1.0.19 All All All

Application Pureftpd Pure-ftpd 1.0.2 All All All

Application Pureftpd Pure-ftpd 1.0.20 All All All

Application Pureftpd Pure-ftpd 1.0.21 All All All

Application Pureftpd Pure-ftpd 1.0.3 All All All

Application Pureftpd Pure-ftpd 1.0.4 All All All

Application Pureftpd Pure-ftpd 1.0.5 All All All

Application Pureftpd Pure-ftpd 1.0.6 All All All

Application Pureftpd Pure-ftpd 1.0.7 All All All

Application Pureftpd Pure-ftpd 1.0.8 All All All

Application Pureftpd Pure-ftpd 1.0.9 All All All

Application Pureftpd Pure-ftpd 0.90 All All All

Application Pureftpd Pure-ftpd 0.91 All All All

Application Pureftpd Pure-ftpd 0.92 All All All

Application Pureftpd Pure-ftpd 0.93 All All All

Application Pureftpd Pure-ftpd 0.94 All All All

Application Pureftpd Pure-ftpd 0.95 All All All

Application Pureftpd Pure-ftpd 0.95 pre1 All All

Application Pureftpd Pure-ftpd 0.95 pre2 All All
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Application Pureftpd Pure-ftpd 0.95 pre2 All All

Application Pureftpd Pure-ftpd 0.95 pre3 All All

Application Pureftpd Pure-ftpd 0.95 pre4 All All

Application Pureftpd Pure-ftpd 0.95.1 All All All

Application Pureftpd Pure-ftpd 0.95.2 All All All

Application Pureftpd Pure-ftpd 0.96 All All All

Application Pureftpd Pure-ftpd 0.96 pre1 All All

Application Pureftpd Pure-ftpd 0.96.1 All All All

Application Pureftpd Pure-ftpd 0.97 pre1 All All

Application Pureftpd Pure-ftpd 0.97 pre2 All All

Application Pureftpd Pure-ftpd 0.97 pre3 All All

Application Pureftpd Pure-ftpd 0.97 pre4 All All

Application Pureftpd Pure-ftpd 0.97 pre5 All All

Application Pureftpd Pure-ftpd 0.97-final All All All

Application Pureftpd Pure-ftpd 0.97.1 All All All

Application Pureftpd Pure-ftpd 0.97.2 All All All

Application Pureftpd Pure-ftpd 0.97.3 All All All

Application Pureftpd Pure-ftpd 0.97.4 All All All

Application Pureftpd Pure-ftpd 0.97.5 All All All

Application Pureftpd Pure-ftpd 0.97.6 All All All

Application Pureftpd Pure-ftpd 0.97.7 All All All

Application Pureftpd Pure-ftpd 0.97.7 pre1 All All

Application Pureftpd Pure-ftpd 0.97.7 pre2 All All

Application Pureftpd Pure-ftpd 0.97.7 pre3 All All

Application Pureftpd Pure-ftpd 0.98 final All All

Application Pureftpd Pure-ftpd 0.98 pre1 All All

Application Pureftpd Pure-ftpd 0.98 pre2 All All

Application Pureftpd Pure-ftpd 0.98.1 All All All

Application Pureftpd Pure-ftpd 0.98.2 All All All

Application Pureftpd Pure-ftpd 0.98.2 a All All

Application Pureftpd Pure-ftpd 0.98.3 All All All

Application Pureftpd Pure-ftpd 0.98.4 All All All

Application Pureftpd Pure-ftpd 0.98.5 All All All

Application Pureftpd Pure-ftpd 0.98.6 All All All

Application Pureftpd Pure-ftpd 0.98.7 All All All

Application Pureftpd Pure-ftpd 0.99 All All All
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Application Pureftpd Pure-ftpd 0.99 a All All

Application Pureftpd Pure-ftpd 0.99 b All All

Application Pureftpd Pure-ftpd 0.99 pre1 All All

Application Pureftpd Pure-ftpd 0.99 pre2 All All

Application Pureftpd Pure-ftpd 0.99.1 All All All

Application Pureftpd Pure-ftpd 0.99.1 a All All

Application Pureftpd Pure-ftpd 0.99.1 b All All

Application Pureftpd Pure-ftpd 0.99.2 All All All

Application Pureftpd Pure-ftpd 0.99.2 a All All

Application Pureftpd Pure-ftpd 0.99.3 All All All

Application Pureftpd Pure-ftpd 0.99.4 All All All

Application Pureftpd Pure-ftpd 0.99.9 All All All

Application Pureftpd Pure-ftpd 1.0.0 All All All

Application Pureftpd Pure-ftpd 1.0.1 All All All

Application Pureftpd Pure-ftpd 1.0.10 All All All

Application Pureftpd Pure-ftpd 1.0.11 All All All

Application Pureftpd Pure-ftpd 1.0.12 All All All

Application Pureftpd Pure-ftpd 1.0.13 a All All

Application Pureftpd Pure-ftpd 1.0.14 All All All

Application Pureftpd Pure-ftpd 1.0.15 All All All

Application Pureftpd Pure-ftpd 1.0.16 a All All

Application Pureftpd Pure-ftpd 1.0.16 b All All

Application Pureftpd Pure-ftpd 1.0.16 c All All

Application Pureftpd Pure-ftpd 1.0.17 All All All

Application Pureftpd Pure-ftpd 1.0.17 a All All

Application Pureftpd Pure-ftpd 1.0.18 All All All

Application Pureftpd Pure-ftpd 1.0.19 All All All

Application Pureftpd Pure-ftpd 1.0.2 All All All

Application Pureftpd Pure-ftpd 1.0.20 All All All

Application Pureftpd Pure-ftpd 1.0.21 All All All

Application Pureftpd Pure-ftpd 1.0.3 All All All

Application Pureftpd Pure-ftpd 1.0.4 All All All

Application Pureftpd Pure-ftpd 1.0.5 All All All

Application Pureftpd Pure-ftpd 1.0.6 All All All

Application Pureftpd Pure-ftpd 1.0.7 All All All
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Application Pureftpd Pure-ftpd 1.0.8 All All All

Application Pureftpd Pure-ftpd 1.0.9 All All All

Application Pureftpd Pure-ftpd All All All All

Operating System Suse Linux Enterprise Desktop 10 sp4 All All

Operating System Suse Linux Enterprise Desktop 11 sp1 All All

Operating System Suse Linux Enterprise Desktop 10 sp4 All All

Operating System Suse Linux Enterprise Desktop 11 sp1 All All

Operating System Suse Linux Enterprise Server 10 sp3 All All

Operating System Suse Linux Enterprise Server 10 sp4 All All

Operating System Suse Linux Enterprise Server 11 sp1 All All

Operating System Suse Linux Enterprise Server 11 sp1 vmware All

Operating System Suse Linux Enterprise Server 10 sp3 All All

Operating System Suse Linux Enterprise Server 10 sp4 All All

Operating System Suse Linux Enterprise Server 11 sp1 All All

Operating System Suse Linux Enterprise Server 11 sp1 vmware All

References

Reference Source Link Tags

[security-announce] SUSE-SU-2011:1029-1: important: Security update for SUSE lists.opensuse.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

[security-announce] SUSE-SU-2011:1028-1: important: Security update for SUSE lists.opensuse.org

Pure-FTPd OES Remote Feature Local File Overwrite Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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