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Certain versions of Zenworks Configuration Management from Novell
contain the following vulnerability:

Stack-based buffer overflow in the Preboot Service in Novell ZENworks
Configuration Management (ZCM) 11.1 and 11.1a allows remote
attackers to execute arbitrary code via an opcode 0x6c request.

CVSS2 Score: 10 - HIGH
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CVE References

Description Tags Link

Novell ZENworks
Configuration
Management PreBoot
Service Opcode 0x6c
Stack Buffer Overflow
Vulnerability

www.verisigninc.com

text/xml

 IDEFENSE 20120314 Novell ZENworks Configuration Management PreBoot
Service Opcode 0x6c Stack Buffer Overflow Vulnerability

Novell ZENworks
Configuration
Management Preboot
Service 0x6c Buffer
Overflow

www.exploit-db.com

Proof of Concept

text/html

 EXPLOIT-DB 19958

Downloads - ZCM
11.1/11.1a fix for
PreBoot Service
Vulnerabilities - see

download.novell.com

text/html

 CONFIRM download.novell.com/Download?buildid=rs4B5jhWKf8~

CVE-2011-3175 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2011-3175/mitre
https://cve.report/CVE-2011-3175/nist
https://cve.report/CVE-2011-3175/cve_org
https://cve.report/CVE-2011-3175.pdf
http://cve.report/software/novell/zenworks_configuration_management
http://cve.report/vendor/novell
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.verisigninc.com/en_US/products-and-services/network-intelligence-availability/idefense/public-vulnerability-reports/articles/index.xhtml?id=973
http://www.exploit-db.com/exploits/19958
http://download.novell.com/Download?buildid=rs4B5jhWKf8~


← Previous ID Next ID→

Vulnerabilities - see
TID 7009969, TID
7009970 and TID
7009971

ZCM 11.1/11.1a fix for
PreBoot Service
Vulnerabilities - see
TID 7009969, TID
7009970 and TID
7009971

web.archive.org

text/html

Inactive Link Not Archived

 CONFIRM
support.novell.com/docs/Readmes/InfoDocument/patchbuilder/readme_5127930.html

Support | ZENworks
Configuration
Management 11.2 -
update information and
list of fixes

www.novell.com

text/html

 CONFIRM www.novell.com/support/viewContent.do?externalId=7010044

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Novell Zenworks Configuration Management 11.1 All All All

Application Novell Zenworks Configuration Management 11.1a All All All

Application Novell Zenworks Configuration Management 11.1 All All All

Application Novell Zenworks Configuration Management 11.1a All All All

No vendor comments have been submitted for this CVE
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