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Summary

CVE CVE-2011-3194

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-06-16 00:55:00 UTC

Updated 2021-06-16 12:43:00 UTC

Description Buffer overflow in the TIFF reader in gui/image/qtiffhandler.cpp in Qt 4.7.4 allows remote attackers to cause a denial of service (crash) and possibly execute arbitrary code via the TIFFTAG_SAMPLESPERPIXEL tag in a greyscale TIFF image with multiple samples per pixel.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Digia Qt 4.7.4 All All All

Application Digia Qt 4.7.4 All All All

Application Qt Qt 4.7.4 All All All

References

Reference Source Link

SUSE update for Qt - Secunia.com SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

openSUSE-SU-2011:1120-1: libqt4 SUSE lists.opensuse.org

oss-security - Re: CVE request: libqt4: two memory issues MLIST www.openwall.com

75653 OSVDB www.osvdb.org

[SECURITY] Fedora 14 Update: qt-4.7.4-2.fc14 FEDORA lists.fedoraproject.org

Bug 637275 – VUL-0: libqt4: heap based buffer overflow on greyscale images with multiple samples per pixel MISC bugzilla.novell.com

Gentoo Linux Documentation -- QtGui: User-assisted execution of arbitrary code GENTOO security.gentoo.org

Security Advisory SA46140 - Qt TIFF Grayscale Image Processing Buffer Overflow Vulnerability - Secunia SECUNIA secunia.com

Fedora update for qt - Secunia.com SECUNIA secunia.com

Red Hat update for qt - Secunia.com SECUNIA secunia.com

https://cve.report/
https://cve.report/CVE-2011-3194/mitre
https://cve.report/CVE-2011-3194/nist
https://cve.report/CVE-2011-3194/cve_org
https://cve.report/CVE-2011-3194.pdf
http://cve.report/vendor/digia
http://cve.report/software/digia/qt
http://cve.report/vendor/digia
http://cve.report/software/digia/qt
http://cve.report/vendor/qt
http://cve.report/software/qt/qt
http://secunia.com/advisories/46410
https://exchange.xforce.ibmcloud.com/vulnerabilities/69975
http://lists.opensuse.org/opensuse-updates/2011-10/msg00008.html
http://www.openwall.com/lists/oss-security/2011/08/24/8
http://www.osvdb.org/75653
http://lists.fedoraproject.org/pipermail/package-announce/2011-September/066209.html
https://bugzilla.novell.com/show_bug.cgi?id=637275
http://security.gentoo.org/glsa/glsa-201206-02.xml
http://secunia.com/advisories/46140
http://secunia.com/advisories/46187
http://secunia.com/advisories/46128


Security Advisory SA49383 - Gentoo update for qt-gui - Secunia SECUNIA secunia.com

SUSE-SU-2011:1113 SUSE hermes.opensuse.org

Qt 'gray-scale' Image File Buffer Overflow Vulnerability BID www.securityfocus.com

SUSE update for libqt4 - Secunia.com SECUNIA secunia.com

access.redhat.com REDHAT rhn.redhat.com

USN-1504-1: Qt vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

openSUSE-SU-2011:1119-1: libqt4 SUSE lists.opensuse.org

Commit in qt in Qt - Qt by Nokia CONFIRM qt.gitorious.org

Security Advisory SA49895 - Ubuntu update for qt - Secunia SECUNIA secunia.com

access.redhat.com REDHAT rhn.redhat.com

oss-security - CVE request: libqt4: two memory issues MLIST www.openwall.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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