VE-2011-3201

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2011-3201
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-03-08 21:55:00 UTC
Updated 2023-02-13 04:32:00 UTC
Description GNOME Evolution before 3.2.3 allows user-assisted remote attackers to read arbitrary files via the attachment parameter tc

/ |

1|

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Gnome Evolution 1.0.8 All All All
Application Gnome Evolution 1.11 All All All
Application Gnome Evolution 1.2 All All All
Application Gnome Evolution 1.2.1 All All All
Application Gnome Evolution 1.2.2 All All All
Application Gnome Evolution 1.2.3 All All All
Application Gnome Evolution 1.2.4 All All All
Application Gnome Evolution 1.4 All All All
Application Gnome Evolution 143 All All All
Application Gnome Evolution 1.4.4 All All All
Application Gnome Evolution 145 All All All
Application Gnome Evolution 1.4.6 All All All
Application Gnome Evolution 15 All All All
Application Gnome Evolution 2.0 All All All
Application Gnome Evolution 2.0.0 All All All
Application Gnome Evolution 2.0.1 All All All
Application Gnome Evolution 2.0.2 All All All
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References

Reference

Red Hat Customer Portal

Red Hat Customer Portal

IBM X-Force Exchange

CVE Program record

NVD vulnerability detail

L]

Oracle Bulletin Board Update - January 2015

Bug 657374 — mailto: attachment parameter can lead to accidental data exfiltration

CVE-2011-3201 - Red Hat Customer Portal

NEWS update for 3.2.3 release. (0a478083) - Commits - GNOME / evolution - GitLab

Bug 733504 — CVE-2011-3201 evolution: mailto URL scheme attachment header improper input validation

Bug 657374 - mailto: attachment parameter can lead to accidental data exfiltration (588c4107) - Commits - GNOME / evolution - GitLab

Sot
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CO

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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