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CVE CVE-2011-3205
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2011-09-06 15:55:00 UTC
Updated 2023-11-07 02:08:00 UTC

Description Buffer overflow in the gopherToHTML function in gopher.cc in the Gopher reply parser in Squid 3.0 before 3.0.STABLEZ26, .

/ |

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Squid-cache Squid 3.0.stablet All All All
Application Squid-cache Squid 3.0.stable10 All All All
Application Squid-cache Squid 3.0.stable11 All All All
Application Squid-cache Squid 3.0.stable11 rci All All
Application Squid-cache Squid 3.0.stable12 All All All
Application Squid-cache Squid 3.0.stable13 All All All
Application Squid-cache Squid 3.0.stable14 All All All
Application Squid-cache Squid 3.0.stable15 All All All
Application Squid-cache Squid 3.0.stable16 All All All
Application Squid-cache Squid 3.0.stable16 rci All All
Application Squid-cache Squid 3.0.stable17 All All All
Application Squid-cache Squid 3.0.stable18 All All All
Application Squid-cache Squid 3.0.stable19 All All All
Application Squid-cache Squid 3.0.stable2 All All All
Application Squid-cache Squid 3.0.stable20 All All All
Application Squid-cache Squid 3.0.stable21 All All All
Application Squid-cache Squid 3.0.stable22 All All All
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Support

A0 AT

SUSE update for squid3 - Secunia.com

Support / Security / Advisories // MDVSA-2011:150 | Mandriva

Squid Proxy Gopher Remote Buffer Overflow Vulnerability

[SECURITY] Fedora 14 Update: squid-3.1.15-1.fc14

[security-announce] SUSE-SU-2016:2089-1: important: Security update for

www.squid-cache.org/Versions/v2/2.HEAD/changesets/12710.patch

oss-security - Re: CVE-request(?): squid: buffer overflow in Gopher reply parser
www.squid-cache.org/Versions/v3/3.2/changesets/squid-3.2-11294.patch
oss-security - Re: CVE-request(?): squid: buffer overflow in Gopher reply parser

[security-announce] SUSE-SU-2016:1996-1: important: Security update for

Security Tracker: Squid Gopher Response Memory Corruption Error Lets Remote Users Deny Service

Bug 734583 — CVE-2011-3205 squid: buffer overflow flaw in Squid's Gopher reply parser (SQUID-2011:3)

Source

MANDRIVA

SUSE

CONFIRM

BID

CONFIRM

SECTRACK

FEDORA

MLIST

CONFIRM

MLIST

SUSE

SECUNIA

REDHAT

laYa\YiaYal

Link
www.mandriva.col
lists.opensuse.org
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oss-security - CVE-request(?): squid: buffer overflow in Gopher reply parser
Red Hat update for squid - Secunia.com

Fedora update for squid - Secunia.com
www.squid-cache.org/Advisories/SQUID-2011_3.txt
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www.squid-cache.org/Versions/v3/3.0/changesets/squid-3.0-9193.patch
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[security-announce] SUSE-SU-2011:1019-1: important: Security update for
[security-announce] openSUSE-SU-2011:1018-1: important: VUL-0: CVE-2011-
Debian -- Security Information -- DSA-2304-1 squid3
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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