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CVE-2011-3247

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNACMAUNCCICAC Certain versions of Quicktime from Apple contain the following
’ vulnerability:

Integer overflow in Apple QuickTime before 7.7.1 on Windows allows
remote attackers to execute arbitrary code or cause a denial of service
(application crash) via a crafted PICT file.

CVE-2011-3247 has been assigned by & product-security@apple.com to track the vulnerability

CVSS2 Score: 9.3-HIGH

Access Access Authentication

Vector Complexity

(NN |

Confidentiality Integrity Availability

Impact Impact Impact

Description Tags Link

About the security content of QuickTime 7.7.1 & CONFIRM support.apple.com/kb/HT5016
Repository / Oval Repository () OVAL oval:org.mitre.oval:def:16071

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE


https://cve.report/
https://cve.report/CVE-2011-3247/mitre
https://cve.report/CVE-2011-3247/nist
https://cve.report/CVE-2011-3247/cve_org
https://cve.report/CVE-2011-3247.pdf
http://cve.report/software/apple/quicktime
http://cve.report/vendor/apple
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://support.apple.com/kb/HT5016
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A16071
mailto:%20comment@cve.report
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Application Apple Quicktime
Application Apple Quicktime
Application Apple Quicktime
Application Apple Quicktime
Application Apple Quicktime
Operating Microsoft Windows 7
System

Operating Microsoft Windows 7
System

Operating Microsoft Windows Vista
System

Operating Microsoft Windows Vista
System

Operating Microsoft Windows Xp
System

Operating Microsoft Windows Xp
System

Operating Microsoft Windows Xp
System

Operating Microsoft Windows Xp
System

cpe:2.3:a:apple:quicktime:3.0

skakakakakakak.

cpe:2.3:a:apple:quicktime:4.1.2:* "

cpe:2.3:a:apple:quicktime:5.0: " "

cpe:2.3:a:apple:quicktime:5.0.1: "

cpe:2.3:a:apple:quicktime:5.0.2:%:* "

cpe:2.3:a:apple:quicktime:6.0:: """

cpe:2.3:a:apple:quicktime:6.0.0:*:* "

cpe:2.3:a:apple:quicktime:6.0.1:*:* "

cpe:2.3:a:apple:quicktime:6.0.2:*:*:*: "

cpe:2.3:a:apple:quicktime:6.1:*:*:*:*: "

cpe:2.3:a:apple:quicktime:6.1.0:*:* "

cpe:2.3:a:apple:quicktime:6.1.1:*: "

cpe:2.3:a:apple:quicktime:6.2.0:*: "

cpe:2.3:a:apple:quicktime:6.3.0: "
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cpe:2.3:a:apple:quicktime:6.4.0:*:*:*:**
cpe:2.3:a:apple:quicktime:6.5:*:****:*:*:

cpe:2.3:a:apple:quicktime:6.5.0:: "
cpe:2.3:a:apple:quicktime:6.5.1: ™
cpe:2.3:a:apple:quicktime:6.5.2:*:**:***:*:
cpe:2.3:a:apple:quicktime:7.0:

cpe:2.3:a:apple:quicktime:7.0.0:
cpe:2.3:a:apple:quicktime:7.0.1:
cpe:2.3:a:apple:quicktime:7.0.2:* %
cpe:2.3:a:apple:quicktime:7.0.3: %
cpe:2.3:a:apple:quicktime:7.0.4: %"
cpe:2.3:a:apple:quicktime:7.1: " "™

cpe:2.3:a:apple:quicktime:7.1.0: %"
cpe:2.3:a:apple:quicktime:7.1.1: %"
cpe:2.3:a:apple:quicktime:7.1.2:* %"
cpe:2.3:a:apple:quicktime:7.1.3:* %"
cpe:2.3:a:apple:quicktime:7.1.4: "
cpe:2.3:a:apple:quicktime:7.1.5:* %"
cpe:2.3:a:apple:quicktime:7.1.6:*:*:": "
cpe:2.3:a:apple:quicktime:7.2:%:*:* "

cpe:2.3:a:apple:quicktime:7.2.0:*:* "
cpe:2.3:a:apple:quicktime:7.2.1: %"
cpe:2.3:a:apple:quicktime:7.3:":*

cpe:2.3:a:apple:quicktime:7.3.0:*: "

cpe:2.3:a:apple:quicktime:7.3.1: "

cpe:2.3:a:apple:quicktime:7.4:*: "

cpe:2.3:a:apple:quicktime:7.4.0:*:*

rne2 R:atannle arlicktima:7 4 1 Fkexekokokok.
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cpe:2.3:a:apple:quicktime:7.4.5:%*
cpe:2.3:a:apple:quicktime:7.5.0: "
cpe:2.3:a:apple:quicktime:7.5.5:
cpe:2.3:a:apple:quicktime:7.6.0:
cpe:2.3:a:apple:quicktime:7.6.1:
cpe:2.3:a:apple:quicktime:7.6.2:* "
cpe:2.3:a:apple:quicktime:7.6.5:*
cpe:2.3:a:apple:quicktime:7.6.6:
cpe:2.3:a:apple:quicktime:7.6.7: %
cpe:2.3:a:apple:quicktime:7.6.8: 7 :*:
cpe:2.3:a:apple:quicktime:7.6.9: """
cpe:2.3:a:apple:quicktime:3.0:":*:* "

cpe:2.3:a:apple:quicktime:4.1.2:*: %"
cpe:2.3:a:apple:quicktime:5.0:":*:* "

cpe:2.3:a:apple:quicktime:5.0.1: % "
cpe:2.3:a:apple:quicktime:5.0.2:*:* "
cpe:2.3:a:apple:quicktime:6.0:":*:*:*: "

cpe:2.3:a:apple:quicktime:6.0.0:*:*:": "
cpe:2.3:a:apple:quicktime:6.0.1: %"
cpe:2.3:a:apple:quicktime:6.0.2:*:*:*: "
cpe:2.3:a:apple:quicktime:6.1:*:*:*:***:*:

cpe:2.3:a:apple:quicktime:6.1.0:*:*:": "

cpe:2.3:a:apple:quicktime:6.1.1:

*.*.*.*.*.*.*.

cpe:2.3:a:apple:quicktime:6.2.0:*:

cpe:2.3:a:apple:quicktime:6.3.0:*: "

*.*.*.*.*.*.*.

cpe:2.3:a:apple:quicktime:6.4.0:*:

cpe:2.3:a:apple:quicktime:6.5:*:* " *:

.*.*.*.*.*.*.*.

cpe:2.3:a:apple:quicktime:6.5.0:



cpe:2.3:a:apple:quicktime:6.5.1: ™

cpe:2.3:a:apple:quicktime:6.5.2:*:**:***:*:

cpe:2.3:a:apple:quicktime:7.0:

cpe:2.3:a:apple:quicktime:7.0.0: ™

cpe:2.3:a:apple:quicktime:7.0.1:

cpe:2.3:a:apple:quicktime:7.0.2:* "

cpe:2.3:a:apple:quicktime:7.0.3:

cpe:2.3:a:apple:quicktime:7.0.4:

cpe:2.3:a:apple:quicktime:7.1:*

cpe:2.3:a:apple:quicktime:7.1.0:* "

cpe:2.3:a:apple:quicktime:7.1.1: " %

cpe:2.3:a:apple:quicktime:7.1.2:* > "%

cpe:2.3:a:apple:quicktime:7.1.3:* "%

cpe:2.3:a:apple:quicktime:7.1.4:* > "%

cpe:2.3:a:apple:quicktime:7.1.5: "™

cpe:2.3:a:apple:quicktime:7.1.6:* """

cpe:2.3:a:apple:quicktime:7.2: """

cpe:2.3:a:apple:quicktime:7.2.0:*: "

cpe:2.3:a:apple:quicktime:7.2.1:* "

cpe:2.3:a:apple:quicktime:7.3: """

cpe:2.3:a:apple:quicktime:7.3.0:*: "

cpe:2.3:a:apple:quicktime:7.3.1: "

ARk LKLk LK LKLk,

cpe:2.3:a:apple:quicktime:7.3.1.70:* "
cpe:2.3:a:apple:quicktime:7.4:":* 7 "
cpe:2.3:a:apple:quicktime:7.4.0: "
cpe:2.3:a:apple:quicktime:7.4.1:

cpe:2.3:a:apple:quicktime:7.4.5:%

cpe:2.3:a:apple:quicktime:7.5.0:*:



cpe:Z.3:a:apple:quicklime:/.5.0:" """ mimm

cpe:2.3:a:apple:quicktime:7.6.0:*:*:

cpe:2.3:a:apple:quicktime:7.6.1: "

cpe:2.3:a:apple:quicktime:7.6.2:* "

cpe:2.3:a:apple:quicktime:7.6.5:

cpe:2.3:a:apple:quicktime:7.6.6: "

cpe:2.3:a:apple:quicktime:7.6.7: """

cpe:2.3:a:apple:quicktime:7.6.8:

cpe:2.3:a:apple:quicktime:7.6.9: %

Kk kKoK kKK,

cpe:2.3:a:apple:quicktime:™:** %

No vendor comments have been submitted for this CVE
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