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CVE-2011-3263

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNJAC:LIAUMNIC:N/ENIAP Certain versions of Zabbix from Zabbix contain the foIIowing
’ vulnerability:

zabbix_agentd in Zabbix before 1.8.6 and 1.9.x before 1.9.4 allows
context-dependent attackers to cause a denial of service (CPU
consumption) by executing the vfs.file.cksum command for a special
device, as demonstrated by the /dev/urandom device.

CVE-2011-3263 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication

Vector Complexity

Low [NONE_

Confidentiality Integrity Availability

Impact Impact Impact

[ NONE [ NONE |

CVE References

Description Tags Link

IBM X-Force Exchange € XF zabbix-zabbixagentd-
vfsfilecksum-dos(69378)

[#ZBX-3794] zabbix_agentd DoS attack with vfs.file.cksum - ZABBIX CONFIRM

SUPPORT support.zabbix.com/browse/ZBX-
3794

Homepage of Zabbix :: An Enterprise-Class Open Source Distributed CONFIRM

Monitoring Solution www.zabbix.com/rn1.8.6.php

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Zabbix Zabbix 1.1 All All All
Application Zabbix Zabbix 1.1 beta10 All All
Application Zabbix Zabbix 1.1 betal1 All All
Application Zabbix Zabbix 1.1 betal2 All All
Application Zabbix Zabbix 1.1 beta2 All All
Application Zabbix Zabbix 1.1 beta3 All All
Application Zabbix Zabbix 1.1 beta4 All All
Application Zabbix Zabbix 1.1 beta5 All All
Application Zabbix Zabbix 1.1 beta6 All All
Application Zabbix Zabbix 1.1 beta7 All All
Application Zabbix Zabbix 1.1 beta8 All All
Application Zabbix Zabbix 1.1 beta9 All All
Application Zabbix Zabbix 1.1.1 All All All
Application Zabbix Zabbix 1.1.2 All All All
Application Zabbix Zabbix 1.1.3 All All All
Application Zabbix Zabbix 1.1.4 All All All
Application Zabbix Zabbix 1.1.5 All All All
Application Zabbix Zabbix 1.1.6 All All All
Application Zabbix Zabbix 1.1.7 All All All
Application Zabbix Zabbix 1.3 beta All All
Application Zabbix Zabbix 1.3.1 beta All All
Application Zabbix Zabbix 1.3.2 beta All All
Application Zabbix Zabbix 1.3.3 beta All All
Application Zabbix Zabbix 1.3.4 beta All All
Application Zabbix Zabbix 1.3.5 beta All All
Application Zabbix Zabbix 1.3.6 beta All All
Application Zabbix Zabbix 1.3.7 beta All All
Application Zabbix Zabbix 1.3.8 beta All All
Application Zabbix Zabbix 14.2 All All All
Application Zabbix Zabbix 143 All All All
Application Zabbix Zabbix 1.4.4 All All All
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Application Zabbix
Application Zabbix
Application Zabbix

Application Zabbix

cpe:2.3:a:zabbix:zabbix:1.1:*:*:** "

Zabbix

Zabbix

Zabbix

Zabbix

cpe:2.3:a:zabbix:zabbix:1.1:beta10:*:*:*:*:*:*:

cpe:2.3:a:zabbix:zabbix:1.1:betal 1:*:*:*:*:*:":

cpe:2.3:a:zabbix:zabbix:1.1:betat2:*:*:*:*:*:*:

cpe:2.3:a:zabbix:zabbix:1.1:beta2:*:*:*:*:*:*:

cpe:2.3:a:zabbix:zabbix:1.1:beta3:*:*:*:*:*:*:

cpe:2.3:a:zabbix:zabbix:1.1:betad:*:*:*:*:*:*:

cpe:2.3:a:zabbix:zabbix:1.1:beta5:*:*:*:*:*:*:

cpe:2.3:a:zabbix:zabbix:1.1:beta6:*:*:*:*:*:*:

cpe:2.3:a:zabbix:zabbix:1.1:beta7:*:*:*:*:*:*:

cpe:2.3:a:zabbix:zabbix:1.1:beta8:*:*:*:*:*:*:

cpe:2.3:a:zabbix:zabbix:1.1:beta9:*:*:*:*:*:*:

cpe:2.3:a:zabbix:zabbix:1.1.1 %%

cpe:2.3:a:zabbix:zabbix:1.1.2:*:*

cpe:2.3:a:zabbix:zabbix:1.1.3:

cpe:2.3:a:zabbix:zabbix:1.1.4:

cpe:2.3:a:zabbix:zabbix:1.1.5:*

cpe:2.3:a:zabbix:zabbix:1.1.6:* "

cpe:2.3:a:zabbix:zabbix:1.1.7:*

KKk oKk k.

cpe:2.3:a:zabbix:zabbix:1.3:beta:*:*:*:*:*:

Kk kK,

cpe:2.3:a:zabbix:zabbix:1.3.1:beta:*:*:*:*:

*ak.

1.9.1

1.9.2

1.9.3

All

alpha
alpha
alpha

All

All

All

All

All

All

All

All

All
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cpe:2.3:a:zabbix:zabbix:1.4.2:*:* "

cpe:2.3:a:zabbix:zabbix:1.4.3:*: "

cpe:2.3:a:zabbix:zabbix:1.4.4:* "

cpe:2.3:a:zabbix:zabbix:1.4.5:** "

cpe:2.3:a:zabbix:zabbix:1.4.6:*:**:

akk kKK k.

cpe:2.3:a:zabbix:zabbix:1.5:beta:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:zabbix:zabbix:1.5.1:beta:*:*:*:*:*:*:

ARk kK kKK,

cpe:2.3:a:zabbix:zabbix:1.6:*:*:*:***:*:

cpe:2.3:a:zabbix:zabbix:1.6.1:*:

cpe:2.3:a:zabbix:zabbix:1.6.2:*:* "

cpe:2.3:a:zabbix:zabbix:1.6.3:*:* "

cpe:2.3:a:zabbix:zabbix:1.6.4:*:*****:

cpe:2.3:a:zabbix:zabbix:1.6.5:*: "

cpe:2.3:a:zabbix:zabbix:1.6.6:*:*: """

cpe:2.3:a:zabbix:zabbix:1.6.7:*:***

cpe:2.3:a:zabbix:zabbix:1.6.8:*:*:****:*:

cpe:2.3:a:zabbix:zabbix:1.6.9:*: """

Kk ok kKKK,

cpe:2.3:a:zabbix:zabbix:1.7:**

cpe:2.3:a:zabbix:zabbix:1.7.1

cpe:2.3:a:zabbix:zabbix:1.7.2:*:***

cpe:2.3:a:zabbix:zabbix:1.7.3:* %"

cpe:2.3:a:zabbix:zabbix:1.7.4:* %"

AmAN DA Ihhhivisallaiv.4d Ok ko kokak kak,
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cpe:2.3:a:zabbix:zabbix:1.8.1 %"

cpe:2.3:a:zabbix:zabbix:1.8.2:*:*:":*

cpe:2.3:a:zabbix:zabbix:1.8.3:*:* "

cpe:2.3:a:zabbix:zabbix:1.8.4:*: "

akakukakakak.

cpe:2.3:a:zabbix:zabbix:1.8.4:rc1 "

dkak kR ukak.

cpe:2.3:a:zabbix:zabbix:1.8.5:rc1:*:*: " :*:

dkak kR ukuk.

cpe:2.3:a:zabbix:zabbix:1.9.0:alpha:*:*:**:*:*:

dkak Lk akukuk.

cpe:2.3:a:zabbix:zabbix:1.9.1:alpha:*:*:**:*:*:

akak kR ukuk.

cpe:2.3:a:zabbix:zabbix:1.9.2:alpha:*:*:**:*:*:

dkak kR kak.

cpe:2.3:a:zabbix:zabbix:1.9.3:alpha:*:*:**:*:*:

kKoK kKKK,

cpe:2.3:a:zabbix:zabbix:1.1:*:*****:*:

Lkak kR kak,

cpe:2.3:a:zabbix:zabbix:1.1:beta2:*:*:*:*:*:*:

Lkak kR akak,

cpe:2.3:a:zabbix:zabbix:1.1:beta3:*:*:*:*:*:*:

Lkak kR ok ak,

cpe:2.3:a:zabbix:zabbix:1.1:betad:*:*:*:*:*:*:

Wk ok ak kR ok,

cpe:2.3:a:zabbix:zabbix:1.1:betab:*:*:**:*:*:

dkakakakakak,

cpe:2.3:a:zabbix:zabbix:1.1:beta6:*:*:*:*:*:*:

dkak kR ok ak,

cpe:2.3:a:zabbix:zabbix:1.1:beta7:*:*:*:*:*:*:

dkakakakakak,

cpe:2.3:a:zabbix:zabbix:1.1:beta8:*:*:*:*:*:*:



cpe:2.3:a:zabbix:zabbix:1.1.1:* %"

cpe:2.3:a:zabbix:zabbix:1.1.2:%:* "

cpe:2.3:a:zabbix:zabbix:1.1.3:*:* "

cpe:2.3:a:zabbix:zabbix:1.1.4:* "

cpe:2.3:a:zabbix:zabbix:1.1.5:* "

cpe:2.3:a:zabbix:zabbix:1.1.6:*:*:*: "

cpe:2.3:a:zabbix:zabbix:1.1.7:*% "

cpe:2.3:a:zabbix:zabbix:1.4.2:%:***

cpe:2.3:a:zabbix:zabbix:1.4.3:

cpe:2.3:a:zabbix:zabbix:1.4.4:

cpe:2.3:a:zabbix:zabbix:1.4.5:*

cpe:2.3:a:zabbix:zabbix:1.4.6:*:*:*

Kk kKR k.

cpe:2.3:a:zabbix:zabbix:1.5:beta:*:*:*:*:*:*:

SRk kKKK,

cpe:2.3:a:zabbix:zabbix:1.5.1:beta:*:**:*:*:*:

cpe:2.3:a:zabbix:zabbix:1.6.1:* %"



cpe:2.3:a:zabbix:zabbix:1.6.2:*:*:":
cpe:2.3:a:zabbix:zabbix:1.6.3:*:*:":
cpe:2.3:a:zabbix:zabbix:1.6.4:*:*:":
cpe:2.3:a:zabbix:zabbix:1.6.5:*:* "
cpe:2.3:a:zabbix:zabbix:1.6.6:*:*:*:*
cpe:2.3:a:zabbix:zabbix:1.6.7:*:* "
cpe:2.3:a:zabbix:zabbix:1.6.8:*:*:*:*
cpe:2.3:a:zabbix:zabbix:1.6.9:*:*:*:*
cpe:2.3:a:zabbix:zabbix:1.7:*:* "

cpe:2.3:a:zabbix:zabbix:1.7.1 %
cpe:2.3:a:zabbix:zabbix:1.7.2:* "
cpe:2.3:a:zabbix:zabbix:1.7.3:*:
cpe:2.3:a:zabbix:zabbix:1.7.4:* %
cpe:2.3:a:zabbix:zabbix:1.8:*:*:****:*:

cpe:2.3:a:zabbix:zabbix:1.8.1:*:
cpe:2.3:a:zabbix:zabbix:1.8.2:*:*
cpe:2.3:a:zabbix:zabbix:1.8.3:*:*:**

dkak kR ukuk.

cpe:2.3:a:zabbix:zabbix:1.8.3:rc1:*:*:*:**:*:

cpe:2.3:a:zabbix:zabbix:1.8.4:

dkak kR akuk.

cpe:2.3:a:zabbix:zabbix:1.8.4:rc1:**

Rk kR ok ak,

cpe:2.3:a:zabbix:zabbix:1.8.5:rc1: " "

Rk kR akak.

cpe:2.3:a:zabbix:zabbix:1.9.0:alpha:*:*:**:*:*:

kak kR akak.

cpe:2.3:a:zabbix:zabbix:1.9.1:alpha:*:*:**:*:*:



No vendor comments have been submitted for this CVE
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