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CVE-2011-3279

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNAGUAUNGNINAC Certain versions of los from Cisco contain the following vulnerability:
The provider-edge MPLS NAT implementation in Cisco I0S 12.1
«\ through 12.4 and 15.0 through 15.1, and IOS XE 3.1.xSG, allows

2
\“g%?‘v‘ii’/ remote attackers to cause a denial of service (device reload) via a
.'/ H
\ \\.\\m\.._#’/ malformed SIP packet to UDP port 5060, aka Bug ID CSCti98219.

CVE-2011-3279 has been assigned by ;! psirt@cisco.com to track the vulnerability

CVSS2 Score: 7.8-HIGH

Access Access Authentication
Vector Complexity
Low (NN |
Confidentiality Integrity Availability
Impact Impact Impact
[NoNE [NONE |
CVE References
Description Tags Link
Cisco Security Advisory: Cisco I0S Software Network Address . CISCO 20110928 Cisco |0S Software
Translation Vulnerabilities - Cisco Systems [ www.cisco.com | Network Address Translation Vulnerabilities
Cisco I0S Software MPLS Packet Network Address Translation (7) CONFIRM
Denial of Service Vulnerability tools.cisco.com/security/center/viewAlert.x?

alertld=24121

Repository / Oval Repository ) OVAL oval:org.mitre.oval:def:13781

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.



https://cve.report/
https://cve.report/CVE-2011-3279/mitre
https://cve.report/CVE-2011-3279/nist
https://cve.report/CVE-2011-3279/cve_org
https://cve.report/CVE-2011-3279.pdf
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.cisco.com/en/US/products/products_security_advisory09186a0080b95d4d.shtml
http://tools.cisco.com/security/center/viewAlert.x?alertId=24121
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A13781
mailto:%20comment@cve.report

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Hardware & 24 Cisco los 12.1 All All All
Operating Cisco los 12.1e All All All
System

Operating Cisco los 12.2 All All All
System

Operating Cisco los 12.2b All All All
System

Operating Cisco los 12.2bc All All All
System

Operating Cisco los 12.2bx All All All
System

Operating Cisco los 12.2¢cx All All All
System

Operating Cisco los 12.2cz All All All
System

Operating Cisco los 12.2ew All All All
System

Operating Cisco los 12.2ewa All All All
System

Operating Cisco los 12.2ex All All All
System

Operating Cisco los 12.2ey All All All
System

Operating Cisco los 12.2ez All All All
System

Operating Cisco los 12.2fx All All All
System

Operating Cisco los 12.2fy All All All
System

Operating Cisco los 12.2fz All All All
System

Operating Cisco los 12.2ira All All All
System

Operating Cisco los 12.2irb All All All
System

Operating Cisco los 12.2irc All All All
System

Operating Cisco los 12.2ird All All All
System
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cpe:2.3:h:ciscoiios:12.1: """

akLkLk ok k Kk,

cpe:2.3:0:cisco:ios:12.2: """

ak kLKL LK LKLk,

cpe:2.3:0:cisco:ios:12.2b: "

akLkLk ok kakk,

cpe:2.3:0:cisco:ios:12.2bc: ™ "

akLkLk ok kukk,

cpe:2.3:0:cisco:ios:12.2bx: ™ "

ARk koK kakk,

cpe:2.3:0:Cisco:ios:12.2cx: "

los

los

los
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los

los

los

los Xe

los Xe

los Xe

los Xe

15.0sg
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All
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Cpe.£.0.0.CISCO.I0S 1£.cEWd. - . . .. 0.

akakk kR kR,

cpe:2.3:0:cisco:ios:12.2ex:**** 1

ARk kKK Rk,

cpe:2.3:0:cisco:ins:12.2ez: "

Kk kKK kK,

cpe:2.3:0:Cisco:ios:12.2fx: ¥ ™

Kk kKK kK,

cpe:2.3:0:cisco:ios:12.2fz 7

dk Kk kR Rk,

cpe:2.3:0:cisco:ios:12.2ira: ***

ak Kk ok ak Rk,

cpe:2.3:0:cisco:ios:12.2irb:

dk kR kR akak,

cpe:2.3:0:Cisco:ios:12.2ird:****

akakakakakak k.

cpe:2.3:0:cisco:ios:12.2ire: "

dkukakakakakak.

cpe:2.3:0:cisco:ios:12.2me: "

ARk LKLk LKLk LK,

cpe:2.3:0:cisco:ios:12.2mra:* ™"

akLk LKLk LK LKLk,

cpe:2.3:0:cisco:ios:12.2mrb: "

dkak ok akkakak.

cpe:2.3:0:Cisco:ios:12.2s: "

ARk Lk ok Lk akk,

cpe:2.3:0:cisco:ios:12.2sb: ™ "

Ak kKK kKK,

cpe:2.3:0:ciscoiios:12.2sca:*:* " "

ARk kKK LKLk,

cpe:2.3:0:cisco:ios:12.2sch:™



kKKK kLK Lk,

cpe:2.3:0:cisco:ios:12.2sce: ™ * %

Ak kKKK kLK,

cpe:2.3:0:cisco:ios:12.2scd: ™ *

ARk koK kLR ak,

cpe:2.3:0:cisco:ins:12.2se:

Kk ok ok kKK,

cpe:2.3:0:cisco:ios:12.2sea: ™ "

Kk ok kKKK,

cpe:2.3:0:cisco:ins:12.2seb: ™

kKKK kK,

cpe:2.3:0:Cisco:ios:12.2sec:™ " "1™

Kk kKoK oKk,

cpe:2.3:0:cisco:ios:12.2sed ™ "

Kk kKK ok K,

cpe:2.3:0:Cisco:ins:12.2see:™ " * ™!

Kk ok kKKK,

cpe:2.3:0:Cisco:ios:12.2seg ™" "

dkak kR kR k.

cpe:2.3:0:Cisco:ins:12.25g: ™ "

akukak ok ak Lk k.

cpe:2.3:0:Cisco:ios:12.2sv: "

dkkakkakakak.

cpe:2.3:0:Cisco:ios:12.2sw ™™ "

ARk LKLk kLK LK,

cpe:2.3:0:cisco:ios:12.2sxa: ™ """

Ak kKK kLK Lk,

cpe:2.3:0:Cisco:ios:12.2sxb: ™ *

akk kK kLK Lk,

cpe:2.3:0:cisco:ios:12.2sxe: ™



Kk ok kKKK,

cpe:2.3:0:cisco:ios:12.2sxh:*****

Lk Lk ak kR akak.

cpe:2.3:0:Cisco:ins:12.28xi: ™

SRk kR ok akak.

cpe:2.3:0:Cisco:i0s:12.28xj: " * " "

ARk koK ok kK.

cpe:2.3:0:Cisco:ios:12.28y

ARk koK kR k.

cpe:2.3:0:CisC0:i0s:12.25z: 1 ™

dkakak ok akakak.

cpe:2.3:0:Cisco:ios:12.2t i

dk kKoK ok Rk,

cpe:2.3:0:Cisco:ios:12.2xb:* *

kKoK kKK,

cpe:2.3:0:cisco:ios:12.2xna:™ ** "

akLkak ok k Kk,

cpe:2.3:0:cisco:ios:12.2yn: * "

akLkak ok kakk,

cpe:2.3:0:cisco:ios:12.2yq: "

ARk Lk ok Lk akk,

cpe:2.3:0:Cisco:ios:12.2ys: "

akLk kLKL kKK,

cpe:2.3:0:Cisco:ios:12.2yt:

ARk kKRR k,

cpe:2.3:0:cisco:ios:12.2yu:



Akakak kR kK,

cpe:2.3:0:Cisco:ins:12.2yx ™ " ™

ARk kKK Rk,

cpe:2.3:0:Cisco:ins:12.2yy ™

ARk kKRR k.

cpe:2.3:0:Cisco:ins:12.2yz: * * ™

ARk koK ok Rk,

cpe:2.3:0:Cisco:i0s:12.2zb:* * ¥

ARk koK ok Rk,

cpe:2.3:0:Cisco:ins:12.2ze: ™ %

ak kLR ok ak Rk,

cpe:2.3:0:Cisco:ins:12.2zh:* * %

Kk koK kKK,

cpe:2.3:0:CisCo:i0s:12.2z[:* " %"

dkak koK ok Rk,

cpe:2.3:0:cisco:ios:12.2zu:™ "

akLkLk ok kakk,

cpe:2.3:0:cisco:ios:12.3xb: "

akLkak ok kakok,

cpe:2.3:0:Cisco:ios:12.3xc: " ™

ARk koK akukk,

cpe:2.3:0:Cisco:ios:12.3xd: "

ARk Lk ok Lk ak ok,

cpe:2.3:0:Cisco:ios:12.3xe: ™"

akLk kKK LKLk,

cpe:2.3:0:cisco:ios:12.3xf

ARk kKRR k.

cpe:2.3:0:Cisco:ios:12.3xg:



KKKk kKK,

cpe:2.3:0:Cisco:ios:12.3xi:

Kk kKKK Lk,

cpe:2.3:0:CisCo:i0s:12.3xj: "

Kk kKK kK,

cpe:2.3:0:CisCo:i0s:12.3xI** **

akakak kR Rk,

cpe:2.3:0:Cisco:i0s:12.3xq " "

ARk koK KRk,

cpe:2.3:0:CisC0:i0s:12.3xs: ™ ™

akak koK ok kK,

cpe:2.3:0:CisC0o:i0s:12.3xu:* "

dk Rk kR akak,

cpe:2.3:0:CisC0o:i0s:12.3xw *****

dkak koK ok Rk,

cpe:2.3:0:CisC0:i0s:12.3xx: ™ *

dkak kR kR ok,

cpe:2.3:0:CisC0:i0s:12.3xz: 1 *

dkak koK ok akak,

cpe:2.3:0:cisco:ios:12.3ya: ™" "

cpe:2.3:0:Cisco:ios:12.4: " "

akkak ok kakk,

cpe:2.3:0:cisco:ios:12.4gc: "

dkakakakakakak.

cpe:2.3:0:cisco:ios:12.4md: ™"

AkLk kKK kK,

cpe:2.3:0:cisco:ios:12.4mda:*:* "

akLkk kKKK,

cpe:2.3:0:cisco:ios:12.4mdb:*:*

Ak kKK kKK,

cpe:2.3:0:cisco:ios:12.4mra:*: "

akLk kKK kLK,

cpe:2.3:0:cisco:ios:12.4mrb:*:* %



dk Lk k kR ok uk.

cpe:2.3:0:Cisco:ios: 12 .4t %

ARk kR KRk,

cpe:2.3:0:cisco:ios:12.4xa: *

ARk kKR kK.

cpe:2.3:0:Cisco:ios:12.4xd:

Kk kKK kK,

cpe:2.3:0:Cisco:ios:12.4xf "

ARk koK kR k.

cpe:2.3:0:CisCco:i0s:12.4xg " "™

Kk kKK kK,

cpe:2.3:0:CisCo:i0s:12.4xI* 1 *

Lk Rk kR akak.

cpe:2.3:0:Cisco:ios:12.4xm:* * *

dkak KoKk kK,

cpe:2.3:0:CisCo:ins:12.4xn:* *

dkak kR kR k.

cpe:2.3:0:Cisco:ios:12.4xq: > "

Kk koK kR k.

cpe:2.3:0:Cisco:ios:12.4xr: ™"

akkak ok akakak.

cpe:2.3:0:cisco:ios:12.4yg: "

aKLk kKK kLK,

cpe:2.3:0:cisco:ios:15.0m: ™ "

dkakak ok akakuk.

cpe:2.3:0:cisco:ios:15.0mr: ™ "

Skuk ok k Lk akak.

cpe:2.3:0:Cisco:ios:15.0s: ™

ARk koK k Rk,

cpe:2.3:0:cisco:ios:15.0sa:*: "

ARk kR kLR k.

cpe:2.3:0:cisco:ios:15.0xa: * "



ARk kKRR k.

cpe:2.3:0:cisco:ios:15.1ey

ARk Lak kR kR,

cpe:2.3:0:cisco:ios:15.1ge: ek

Sk ok k kR akak,

cpe:2.3:0:cisco:ios:15. 18 s

LRk kR ok akak.

cpe:2.3:0:cisco:ios:15. 1t s

ARk koK kR k.

cpe:2.3:0:cisco:i0s:15. b

akak koK ok kK,

cpe:2.3:hiciscoiios:12.1 7 ™

Sk ok ok ok ak ok ak,

cpe:2.3:0:cisco:ios:12.1e ™

kK koK kR k.

cpe:2.3:0:Cisco:ins:12.2: "

akLk kLK Lk LKLk,

cpe:2.3:0:cisco:ios:12.2fz:* "

akakak ok akakk.

cpe:2.3:0:cisco:ios:12.2ira: "

dkk Lk okakuk ok,

cpe:2.3:0:cisco:ios:12.2irc:™ "

dkak Lk okakakk,

cpe:2.3:0:cisco:ios:12.2ird: "

akakLk kR Lk k,

cpe:2.3:0:cisco:ios:12.2ire: " ™

ARAD Dintaianntine D Dk kkk ko,



dk Lk k Lk akakak.

cpe:2.3:0:cisco:ios:12.2ixb:

LRk kR R akak.

cpe:2.3:0:Cisco:ins:12.2ixc: ™

dk Lk k kR akak.

cpe:2.3:0:cisco:ins:12.2ixd: ™

ARk koK ok Rk,

cpe:2.3:0:cisco:ios:12.2ixf*** s

LRk ak kR ok ak.

cpe:2.3:0:Cisco:i0s:12.2ixg " " "

Sk Rk kR akak.

cpe:2.3:0:cisco:ios:12.2me:

Kk kL kKKK,

cpe:2.3:0:cisco:ios:12.2mra: " * "

Kk kKK kK,

cpe:2.3:0:cisco:ios:12.2mrb: ™" "

ARk LKLk LKLk LK,

cpe:2.3:0:cisco:ios:12.2sec:™: """

Ak kLKL LK LKLk,

cpe:2.3:0:cisco:ios:12.2sed ™ ™"

dkkak Lk akakak.

cpe:2.3:0:cisco:ios:12.2sef: " "

ARk kKK LKLk,

cpe:2.3:0:cisco:ios:12.2seqg ™ "

ARk kR kLR k.

cpe:2.3:0:Cisco:ins:12.25g: ™



Ak kKK kKK,

cpe:2.3:0:cisco:ios:12.2sga ™ "

dkk ok k Lk akuk.

cpe:2.3:0:cisco:ios:12.2sm:*:*

Akakak kR Rk,

cpe:2.3:0:Cisco:i0s:12.28q: " "™

Sk Lk ak Lk akakak.

cpe:2.3:0:cisco:ios:12.2sra:

Sk Lk ak kR akak.

cpe:2.3:0:cisco:ios:12.2srb: i

Sk Lk ak kR akak.

cpe:2.3:0:cisco:ios:12.2srd: ™ s

Sk Kk kR akak.

cpe:2.3:0:Cisco:ins:12.2sre: i

akak Kok kR k.

cpe:2.3:0:Cisco:ins:12.25u:* *

dkak koK ok Rk,

cpe:2.3:0:CisCo:i0s:12.25v " %%

dk Rk kR akak.

cpe:2.3:0:CisCo:ins:12. 25w 1 * ™

dkak kR kR ok,

cpe:2.3:0:Cisco:ios:12.2sx ™"

dkukakkakakak.

cpe:2.3:0:cisco:ios:12.2tpe: ™ "

dkLk Lk ok Lk ak k.

cpe:2.3:0:cisco:ios:12.2xb: "

ARk kKK LKLk,

cpe:2.3:0:cisco:ios:12.2xna:™ "

ARk kK kKK,

cpe:2.3:0:cisco:ios:12.2xnc: ™



Ak kKK kKK,

cpe:2.3:0:cisco:ios:12.2xne:™

dkk Lk k Lk akak.

cpe:2.3:0:cisco:ios:12.2xnf**

akakuak kR kR,

cpe:2.3:0:CisCo:i0s:12.2x0: ™

Kk kKK kLK,

cpe:2.3:0:cisco:ios:12.2yf

ARk koK ok Rk,

cpe:2.3:0:Cisco:ios:12.2yg " " "

Kk kKK kK,

cpe:2.3:0:Cisco:ios:12.2yj i

Kk koK kKK,

cpe:2.3:0:Cisco:ios:12. 2yl i

Sk Lk ak kR akak.

cpe:2.3:0:Cisco:ios:12.2ym:** 1 *

akkak ok akak k.

cpe:2.3:0:cisco:ios:12.2za: """

akLkLk Lk kakk,

cpe:2.3:0:cisco:ios:12.2zb: "

ARk Lk ok Lk ak k.

cpe:2.3:0:cisco:ios:12.2ze: "

ARk koK kakk,

cpe:2.3:0:cisco:ios:12.2zh: "

akLk kKK kLK,

cpe:2.3:0:Cisco:ios:12.2z|:

ARk kR kLR k.

cpe:2.3:0:Cisco:ios:12.2zx: " ™



Kk ok kKKK,

cpe:2.3:0:Cisco:ins:12.2zya:* * " "™

KKk ok akuk k.

cpe:2.3:0:Cisco:ins:12.3: "™

dkak kR kR k.

cpe:2.3:0:cisco:ios:12.3bc:*

LRk ak kR akak.

cpe:2.3:0:cisco:ios:12.3bw: ™ s

Kk kKK kK,

cpe:2.3:0:Cisco:ios:12.3jk:* i

ek ok ak kR akak,

cpe:2.3:0:Cisco:ios:12.3tpe:

dkak koK kR k.

cpe:2.3:0:cisco:ios:12.3xar* **** %

akkak ok akakk,

cpe:2.3:0:Cisco:ios:12.3xq:

akLk kKK kK,

cpe:2.3:0:Cisco:ios:12.3xr: " ™

akLkLk ok kakk,

cpe:2.3:0:Cisco:ios:12.3xs ™" ™

ARk kK kakk,

cpe:2.3:0:Cisco:ios:12.3xu: "

ARk koK akakk,

cpe:2.3:0:Cisco:ios:12.3xx: " ™

AkLkLk kR LRk,

cpe:2.3:0:Cisco:ios:12.3xz: " ™



KLk kKKK Lk,

cpe:2.3:0:Cisco:i0s:12.3yj: "

Akakk kR Rk,

cpe:2.3:0:Cisco:i0s:12.3ys ™ "

Kk kKK kK,

cpe:2.3:0:Cisco:i0s:12. 3yt " ™

ARk koK kR k.

cpe:2.3:0:Cisco:ios:12.3yu "

ARk kKRR k.

cpe:2.3:0:Cisco:i0s:12.3yx:

ARk koK ok kR,

cpe:2.3:0:Cisco:i0s:12.3yz:

dkak kKRR k.

cpe:2.3:0:cisco:ios:12.3za:* "

Akak koK kR k.

cpe:2.3:0:Cisco:ins:12.4: % * *

dkak koK kR k.

cpe:2.3:0:Cisco:ios:12.4gc: ™ *

Kk koK kKK,

cpe:2.3:0:Cisco:ios:12.4jx:  * i

Sk ok akakakakak.

cpe:2.3:0:cisco:ios:12.4md: ™" "

R R

cpe:2.3:0:Cisco:ios:12.4x|: "

dkukakukakakak.

cpe:2.3:0:Cisco:ios:12.4xm: "

ARk kKRR k.

cpe:2.3:0:Cisco:ios:12.4xp: "

AkLkLk kR LRk,

cpe:2.3:0:Cisco:ios:12.4xq: * "

akLk kKKK k.

cpe:2.3:0:Cisco:ios:12.4xr "



Kk kKKK Lk,

cpe:2.3:0:cisco:ios:12.4xt:* **

ARk kR kR k.

cpe:2.3:0:CisCo:i0s:12.4xy ™ ™

ARk kKR kR,

cpe:2.3:0:CisCo:ins:12.4xz ™ ™

dkak koK ok Rk,

cpe:2.3:0:cisco:ios:12.4ya " "

dkak koK kR k.

cpe:2.3:0:Cisco:ios:12.4yd " "

dkak KoKk kR,

cpe:2.3:0:cisco:ios:12.4ye: * "

Kk kKRR k.

cpe:2.3:0:Cisco:i0s:15.0m:****

dk kR ok ak Rk,

cpe:2.3:0:cisco:ios:15.0mr: =" %

Kk kKK kK,

cpe:2.3:0:cisco:ios:15.0mra: ™ ™"

akLk kKKK LKLk,

cpe:2.3:0:ciscoiios: ™

ARk kLK Lk kLKL k,

cpe:2.3:0:ciscoiios: ™

AkLk kKK kK,

cpe:2.3:0:cisco:ios_xe:3.1.0sg:™*** "

AkLkLk kLR LKk,

cpe:2.3:0:cisco:ios_xe:3.1.0sg: ™ "



cpe:2.3:0:cisco:ios_xe:3.1.1sg: "

No vendor comments have been submitted for this CVE
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