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CVE-2011-3280

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cssaomvnneLrriumsucnan Gertain versions of los from Cisco contain the foIIowing vulnerability:

Memory leak in the NAT implementation in Cisco I0S 12.1 through
12.4 and 15.0 through 15.1, and I0S XE 3.1.xSG, allows remote
attackers to cause a denial of service (memory consumption or device
reload) by sending crafted SIP packets to UDP port 5060, aka Bug ID
CSCtjo4672.

CVE-2011-3280 has been assigned by ;! psirt@cisco.com to track the vulnerability - currently rated as m severity.

CVSS3 Score: 7.5-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE. [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: 7.8-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |

CVE References

Description Tags Link

Alert Details - Security Center - Cisco Systems (%) CONFIRM
tools.cisco.com/security/center/viewAlert.x?
alertld=24120

Cisco Security Advisory: Cisco |I0S Software Network Address e CISCO 20110928 Cisco I0S Software


https://cve.report/
https://cve.report/CVE-2011-3280/mitre
https://cve.report/CVE-2011-3280/nist
https://cve.report/CVE-2011-3280/cve_org
https://cve.report/CVE-2011-3280.pdf
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://tools.cisco.com/security/center/viewAlert.x?alertId=24120
http://www.cisco.com/en/US/products/products_security_advisory09186a0080b95d4d.shtml

Translation Vulnerabilities - Cisco Systems ITEEZE)  Network Address Translation Vulnerabilities

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

| Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Cisco los 121 All All All
System

Operating Cisco los 12.1e All All All
System

Operating Cisco los 12.2 All All All
System

Operating Cisco los 12.2b All All All
System

Operating Cisco los 12.2bc All All All
System

Operating Cisco los 12.2bx All All All
System

Operating Cisco los 12.2cx All All All
System

Operating Cisco los 12.2cz All All All
System

Operating Cisco los 12.2ew All All All
System

Operating Cisco los 12.2ewa All All All
System

Operating Cisco los 12.2ex All All All
System

Operating Cisco los 12.2ey All All All
System

Operating Cisco los 12.2ez All All All
System

Operating Cisco los 12.2fx All All All
System

Operating Cisco los 12.2fy All All All
System

Operating Cisco los 12.2fz All All All
System

Operating Cisco los 12.2ira All All All

System
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akLk kKKK Lk,

cpe:2.3:0:cisco:ios:15.0m: "

akLk kLK Lk LKLk,

cpe:2.3:0:cisco:ios:15.0mra:* "

Skk Lk k ok akak.

cpe:2.3:0:Cisco:ios:15.0s: "



ARk kKK kK.

cpe:2.3:0:cisco:i0s:15.0sg: ™

ARk kKRR k.

cpe:2.3:0:Cisco:i0s:15.0x0:*

ARk kKR kK.

cpe:2.3:0:cisco:ios:15.1ey " " ™

ARk koK kR k.

cpe:2.3:0:cisco:ios:15.1ge: ™ "

Kk kKK ok Lk,

cpe:2.3:0:cisco:ios:15. 1m

sk ok ak ok akakak.

cpe:2.3:0:cisco:ios:15. 18

dk kR kR ok ak.

cpe:2.3:0:cisco:ios:15. 1t s

cpe:2.3:0:cisco:ios:12.1 7 e
FE N

cpe:2.3:0:cisco:ios:12.1e 7 ™

Kk koK ok akak,

cpe:2.3:0:cisco:ios:12.2:% "%

AkLk kLKL kKK,

cpe:2.3:0:cisco:ios:12.2fy:**

aKLk kLK Lk LKLk,

cpe:2.3:0:cisco:ios:12.2fz:* **

dkakLk ok akakk,

cpe:2.3:0:cisco:ios:12.2irb: "

ARk kR Lk ak k.

cpe:2.3:0:cisco:ios:12.2irc: ™ "

dkak kR Lk akk,

cpe:2.3:0:cisco:ios:12.2ird: "



akak kR Lk akk,

cpe:2.3:0:cisco:ios:12.2ire: ™

Lk Lk uk kR akak.

cpe:2.3:0:cisco:ios:12.2ixa: ™ " "

dk Lk k kR akak.

cpe:2.3:0:cisco:ios:12.2ixb:

Wk Lk ak kR akak.

cpe:2.3:0:Cisco:ins:12.2ixc ™

LRk kR kR k.

cpe:2.3:0:Cisco:i0s:12.2ixe: * ™

ARk koK ok Rk,

cpe:2.3:0:cisco:ios:12.2ixf "

sk Lk ak kR akak.

cpe:2.3:0:Cisco:i0s:12.2ixh:* 1 * 1 :*:

dkakakak ok ak k.

cpe:2.3:0:cisco:ios:12.2me: " "

Kk kKK kK,

cpe:2.3:0:cisco:ios:12.2mra:*: """

ARk LKLk LKLk LK,

cpe:2.3:0:cisco:ios:12.2sce: ™ " "

akLkak ok kakk,

cpe:2.3:0:cisco:ios:12.2se:™: "

ARk LKLk LKLk LK,

cpe:2.3:0:cisco:ios:12.2seb: ™ "

Ak kKK kLK Lk,

cpe:2.3:0:cisco:ios:12.2sec: ™ """

Ak kKK kLK Lk,

cpe:2.3:0:cisco:ios:12.2sed ™ "

dk Lk ak Lk akakak.

cpe:2.3:0:cisco:ios:12.2sef: " "



Ak kKK kKK,

cpe:2.3:0:Cisco:ins:12.2seg ™ "

AkakLk kR kK,

cpe:2.3:0:CisCo:ins:12.25g: ™ "

kKoK kK kLK,

cpe:2.3:0:cisco:ios:12.2sga: ™ "

ARk koK kR k.

cpe:2.3:0:Cisco:i0s:12.28q " "

Skuk ok ak ok akak.

cpe:2.3:0:cisco:ios:12.2sra:

Sk Lk ak kR akak.

cpe:2.3:0:Cisco:ios:12.2src:*

Wk Rk kR ok ak,

cpe:2.3:0:cisco:ios:12.2srd: s

Sk ok ak kR akak.

cpe:2.3:0:Cisco:ins:12.2sre: ki

dkkakukakakak.

cpe:2.3:0:Cisco:ins:12.2sx: " " ™

akkLk ok Lkak k.

cpe:2.3:0:Cisco:ios:12.2sy ™" ™

akLkak ok kak k.

cpe:2.3:0:Cisco:ios:12.2sz: ™" ™

O

cpe:2.3:0:cisco:ios:12.2t:

dkukakkakakak.

cpe:2.3:0:cisco:ios:12.2tpe: ™ "

ARk kKR LRk,

cpe:2.3:0:cisco:ios:12.2xb: "

rnA D R:atriernting 12 Dynh*-*oxkkkok.



B LT A T

R

cpe:2.3:0:Cisco:ins:12.2xne: ™ "

LRk kR ok akak.

cpe:2.3:0:cisco:ios:12.2xnf

ARk kR kR k.

cpe:2.3:0:Cisco:ios:12.2ya: *** "

Kk kKR kK,

cpe:2.3:0:Cisco:ios:12.2yf

ARk koK ok Rk,

cpe:2.3:0:Cisco:ios:12.2yg " "

akak koK ok kR,

cpe:2.3:0:cisco:ios:12.2yh " "

Kk kKK kK,

cpe:2.3:0:Cisco:ios:12.2yj ™ i

Kk koK kKK,

cpe:2.3:0:Cisco:ios:12. 2yl i

akLkak ok kakk,

cpe:2.3:0:Cisco:ios:12.2yz: " ™

akLkak ok kakk.

cpe:2.3:0:cisco:ios:12.2za: * "

dkLk Lk okkakk,

cpe:2.3:0:cisco:ios:12.2zb: "

akLk kKK LKLk,

cpe:2.3:0:cisco:ios:12.2zf:* **

ARk kKR kK,

cpe:2.3:0:cisco:ios:12.2zh: "



Akakk kKR k.

cpe:2.3:0:cisco:ios:12.2zu:

Akakak kR Rk,

cpe:2.3:0:Cisco:ins:12.2zy "

Kk kKoK kLK,

cpe:2.3:0:cisco:ios:12.2zya:

ARk kKRR k.

cpe:2.3:0:Cisco:ins:12.3: * * ™

Sk ok ak ok akakak,

cpe:2.3:0:cisco:ios:12.3b: i

ARk koK ok Rk,

cpe:2.3:0:cisco:ios:12.3bc:*

LRk ak kR ok ak.

cpe:2.3:0:cisco:ios:12.3bw: s

dkakak kR akak,

cpe:2.3:0:Cisco:ios:12.3t:  *** i

sk ok ak kR akak.

cpe:2.3:0:cisco:ios:12.3tpe: ™

AkLk kKKK Lk,

cpe:2.3:0:Cisco:ios:12.3xr: "

dkLkak ok kakk,

cpe:2.3:0:Cisco:ios:12.3xs ™"

dkkakk Lk akuk.

cpe:2.3:0:Cisco:ios:12.3xw: "

dkakLk kKR k.

cpe:2.3:0:Cisco:ios:12.3xx: "



cpe:2.3:0:cisco:i0s:12.3yq

cpe:2.3:0:cisco:ios:12.3ys

cpe:2.3:0:cisco:ios:12.3yt:

cpe:2.3:0:cisco:ios:12.3yx

cpe:2.3:0:cisco:ios:12.3yz

ARk Lak kR Rk,

ARk kKR kK.

Kk k ok akokak,

ARk koK ok Rk,

dk kKoK kR k.

cpe:2.3:0:Cisco:ins:12.4 % "

cpe:2.3:0:cisco:ios:12.4gc

cpe:2.3:0:cisco:ios:12.4xb

cpe:2.3:0:cisco:ios:12.4xd

cpe:2.3:0:cisco:ios:12.4xg

cpe:2.3:0:cisco:ios:12.4xl:

dkak Kok kR k.

akLkak ok akak k.

akLkak ok akakk.

ARk koK kakk,

Kok kkak kK.

dkkakkkakak.

cpe:2.3:0:Cisco:ios:12.4xm:* "

cpe:2.3:0:cisco:ios:12.4xn

cpe:2.3:0:cisco:ios:12.4xp

ARk kKRR k.

dkLakLk ok akak k.



ARk kKRR k.

cpe:2.3:0:CisCo:ins:12.4xq:

KLk ak kKR ok,

cpe:2.3:0:Cisco:ios:12.4xr:

Kk kKK kK,

cpe:2.3:0:CisCo:i0s:12.4xt ™ " ™

dkak kKRR k.

cpe:2.3:0:CisCo:i0s:12.4xy

ARk koK kR k.

cpe:2.3:0:CisCo:ins:12.4xz: ™

dkak koK ok Rk,

cpe:2.3:0:Cisco:ios:12.4yb " * e

dk kR ok ak Rk,

cpe:2.3:0:Cisco:ios:12.4yd " * "

dkak koK ok Rk,

cpe:2.3:0:Cisco:ios:12.4ye: ™ "

dkak Kok kR k.

cpe:2.3:0:cisco:ios:12.4yg: > "

Kk koK kR k.

cpe:2.3:0:cisco:ios:15.0m ™ "

akLk kKKK Lk,

cpe:2.3:0:cisco:ios:15. 1m: "

skakakakakakak.

cpe:2.3:0:cisco:ios:15. 1s: ™ "™

dkLkLk ok kakk,

cpe:2.3:0:cisco:ios:15. 1xb: "

AkLkLk kKKK,

cpe:2.3:0:cisco:ios_xe:3.1.0sg: ™ "

AkLk kKK kK,

cpe:2.3:0:cisco:ios_xe:3.1.1sg: 7 "



cpe:2.3:0:cisco:ios_xe:3.1.1sg: "

No vendor comments have been submitted for this CVE
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