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CVE CVE-2011-3315
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-10-27 21:55:00 UTC
Updated 2014-02-27 21:37:00 UTC
Description Directory traversal vulnerability in Cisco Unified Communications Manager (CUCM) 5.x and 6.x before 6.1(5)SU2, 7.x befor

/ ]
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cisco Unified Ccx 6.0(1) All All All
Application Cisco Unified Ccx 6.0\(1\) All All All
Application Cisco Unified Cex 7.0(1) All All All
Application Cisco Unified Ccx 7.0(2) All All All
Application Cisco Unified Cex 7.0\(1)) All All All
Application Cisco Unified Ccx 7.0\(2\) All All All
Application Cisco Unified Ccx 8.0(1) All All All
Application Cisco Unified Ccx 8.0(2) All All All
Application Cisco Unified Ccx 8.0\(1\) All All All
Application Cisco Unified Ccx 8.0\(2)) All All All
Application Cisco Unified Ccx 8.5(1) All All All
Application Cisco Unified Ccx 8.5\(1)) All All All
Application Cisco Unified Ccx 6.0\(1\) All All All
Application Cisco Unified Ccx 7.0\(1Y) All All All
Application Cisco Unified Ccx 7.0\(2\) All All All
Application Cisco Unified Ccx 8.0\(1\) All All All
Application Cisco Unified Cex 8.0\(2\) All All All
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Applicaton UIsco unilead Lommunicatons vianager B.U\(1) All All Al
Application Cisco Unified Communications Manager 8.0\(2a\) All All All
Application Cisco Unified Communications Manager 8.0\(2b\) All All All
Application Cisco Unified Communications Manager 8.0\(2¢c\) All All All
Application Cisco Unified Communications Manager 8.0\(2c\)su1 All All All
Application Cisco Unified Communications Manager 8.0\(2\) All All All
Hardware Cisco Unified Ip Interactive Voice Response - All All All
Hardware Cisco Unified Ip Interactive Voice Response - All All All
Application Cisco Unified Ip Ivr 6.0(1) All All All
Application Cisco Unified Ip Ivr 6.0\(1)) All All All
Application Cisco Unified Ip Ivr 7.0(1) All All All
Application Cisco Unified Ip Ivr 7.0(2) All All All
Application Cisco Unified Ip Ivr 7.0\(1\) All All All
Application Cisco Unified Ip Ivr 7.0\(2) All All All
Application Cisco Unified Ip Ivr 8.0(1) All All All
Application Cisco Unified Ip Ivr 8.0(2) All All All
Application Cisco Unified Ip Ivr 8.0\(1)) All All All
Application Cisco Unified Ip Ivr 8.0\(2)) All All All
Application Cisco Unified Ip Ivr 8.5(1) All All All
Application Cisco Unified Ip Ivr 8.5\(1) All All All
Application Cisco Unified Ip Ivr 6.0\(1\) All All All
Application Cisco Unified Ip Ivr 7.0\(1) All All All
Application Cisco Unified Ip Ivr 7.0\(2)) All All All
Application Cisco Unified Ip Ivr 8.0\(1)) All All All
Application Cisco Unified Ip Ivr 8.0\(2)) All All All
Application Cisco Unified Ip Ivr 8.5\(1) All All All
Reference Source Link Tags
Cisco Unified Communications Manager Directory Traversal Vulnerability CISCO tools.cisco.com Vendor Advisory
Cisco Unified Contact Center Express Directory Traversal Vulnerability CISCO tools.cisco.com Vendor Advisory
CVE Program record CVE.ORG  www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20111026-uccx
https://www.cve.org/CVERecord?id=CVE-2011-3315
https://nvd.nist.gov/vuln/detail/CVE-2011-3315
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