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CVE CVE-2011-3322
State PUBLIC
Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-09-15 17:58:00 UTC
Updated 2017-08-29 01:30:00 UTC
Description Core Server HMI Service (Coreservice.exe) in Scadatec Limited Procyon SCADA 1.06, and other versions before 1.14, allo

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Scadatec Procyon Scada 1.06 All All All
Application Scadatec Procyon Scada 1.13 All All All
Application Scadatec Procyon Scada 1.06 All All All
Application Scadatec Procyon Scada 1.13 All All All

References
Reference Source Link
stratsec - Information security, consulting, intelligence and training MISC www.stratsec.net
IBM X-Force Exchange XF exchange.xforce.ibmclouc
Procyon Core Server HMI <= v1.13 Coreservice.exe Stack Buffer Overflow EXPLOIT-DB  www.exploit-db.com
Scadatec Procyon Telnet Service Remote Buffer Overflow Vulnerability BID www.securityfocus.com
75371 OSVDB osvdb.org

Procyon Core Server HMI <= v1.13 Coreservice.exe Stack Buffer Overflow - SecurityReason.com SREASON securityreason.com

www.uscert.gov/control_systems/pdf/ICSA-11-216-01.pdf MISC www.uscert.gov
Procyon SCADA Core Service Buffer Overflow Vulnerability - Secunia.com SECUNIA secunia.com
CVE Program record CVE.ORG WWww.cve.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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