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Summary

CVE CVE-2011-3325

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-10-10 10:55:00 UTC

Updated 2023-11-07 02:08:00 UTC

Description ospf_packet.c in ospfd in Quagga before 0.99.19 allows remote attackers to cause a denial of service (daemon crash) via (1) a 0x0a type field in an IPv4 packet header or (2) a truncated IPv4 Hello packet.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Quagga Quagga 0.95 All All All

Application Quagga Quagga 0.96 All All All

Application Quagga Quagga 0.96.1 All All All

Application Quagga Quagga 0.96.2 All All All

Application Quagga Quagga 0.96.3 All All All

Application Quagga Quagga 0.96.4 All All All

Application Quagga Quagga 0.96.5 All All All

Application Quagga Quagga 0.97.0 All All All

Application Quagga Quagga 0.97.1 All All All

Application Quagga Quagga 0.97.2 All All All

Application Quagga Quagga 0.97.3 All All All

Application Quagga Quagga 0.97.4 All All All

Application Quagga Quagga 0.97.5 All All All

Application Quagga Quagga 0.98.0 All All All

Application Quagga Quagga 0.98.1 All All All

Application Quagga Quagga 0.98.2 All All All

Application Quagga Quagga 0.98.3 All All All
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Application Quagga Quagga 0.98.3 All All All

Application Quagga Quagga 0.98.4 All All All

Application Quagga Quagga 0.98.5 All All All

Application Quagga Quagga 0.98.6 All All All

Application Quagga Quagga 0.99.1 All All All

Application Quagga Quagga 0.99.10 All All All

Application Quagga Quagga 0.99.11 All All All

Application Quagga Quagga 0.99.12 All All All

Application Quagga Quagga 0.99.13 All All All

Application Quagga Quagga 0.99.14 All All All

Application Quagga Quagga 0.99.15 All All All

Application Quagga Quagga 0.99.16 All All All

Application Quagga Quagga 0.99.17 All All All

Application Quagga Quagga 0.99.2 All All All

Application Quagga Quagga 0.99.3 All All All

Application Quagga Quagga 0.99.4 All All All

Application Quagga Quagga 0.99.5 All All All

Application Quagga Quagga 0.99.6 All All All

Application Quagga Quagga 0.99.7 All All All

Application Quagga Quagga 0.99.8 All All All

Application Quagga Quagga 0.99.9 All All All

Application Quagga Quagga All All All All

Application Quagga Quagga 0.95 All All All

Application Quagga Quagga 0.96 All All All

Application Quagga Quagga 0.96.1 All All All

Application Quagga Quagga 0.96.2 All All All

Application Quagga Quagga 0.96.3 All All All

Application Quagga Quagga 0.96.4 All All All

Application Quagga Quagga 0.96.5 All All All

Application Quagga Quagga 0.97.0 All All All

Application Quagga Quagga 0.97.1 All All All

Application Quagga Quagga 0.97.2 All All All

Application Quagga Quagga 0.97.3 All All All

Application Quagga Quagga 0.97.4 All All All

Application Quagga Quagga 0.97.5 All All All

Application Quagga Quagga 0.98.0 All All All
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Application Quagga Quagga 0.98.1 All All All

Application Quagga Quagga 0.98.2 All All All

Application Quagga Quagga 0.98.3 All All All

Application Quagga Quagga 0.98.4 All All All

Application Quagga Quagga 0.98.5 All All All

Application Quagga Quagga 0.98.6 All All All

Application Quagga Quagga 0.99.1 All All All

Application Quagga Quagga 0.99.10 All All All

Application Quagga Quagga 0.99.11 All All All

Application Quagga Quagga 0.99.12 All All All

Application Quagga Quagga 0.99.13 All All All

Application Quagga Quagga 0.99.14 All All All

Application Quagga Quagga 0.99.15 All All All

Application Quagga Quagga 0.99.16 All All All

Application Quagga Quagga 0.99.17 All All All

Application Quagga Quagga 0.99.2 All All All

Application Quagga Quagga 0.99.3 All All All

Application Quagga Quagga 0.99.4 All All All

Application Quagga Quagga 0.99.5 All All All

Application Quagga Quagga 0.99.6 All All All

Application Quagga Quagga 0.99.7 All All All

Application Quagga Quagga 0.99.8 All All All

Application Quagga Quagga 0.99.9 All All All

References

Reference

Debian update for quagga - Secunia.com

quagga.git - quagga

CERT-FI - CERT-FI Advisory on Quagga

quagga.git - quagga

Gentoo Linux Documentation -- Quagga: Multiple vulnerabilities

Debian -- Security Information -- DSA-2316-1 quagga

Red Hat Customer Portal

quagga.git - quagga

[security-announce] SUSE-SU-2011:1171-1: important: Security update for

www.quagga.net/download/quagga-0.99.19.changelog.txt
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[security-announce] openSUSE-SU-2011:1155-1: important: quagga: fixing m

[security-announce] SUSE-SU-2011:1075-1: important: Security update for

Security Advisory SA48106 - Gentoo update for quagga - Secunia

quagga.git - quagga

738396 – (CVE-2011-3325) CVE-2011-3325 Quagga (ospfd): Denial of service by decoding too short Hello packet or Hello packet with invalid OSPFv2 header type

Red Hat Customer Portal

VU#668534 - Multiple Quagga remote component vulnerabilities

Quagga Multiple Denial of Service Vulnerabilities - Secunia.com

[security-announce] SUSE-SU-2011:1316-1: important: Security update for

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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