
CVE-2011-3330
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2011-3330

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-11-04 21:55:00 UTC

Updated 2017-08-29 01:30:00 UTC

Description Buffer overflow in the UnitelWay Windows Device Driver, as used in Schneider Electric Unity Pro 6 and earlier, OPC Factory Server 3.34, Vijeo Citect 7.20 and earlier, Telemecanique Driver Pack 2.6 and earlier, Monitor Pro 7.6 and earlier, and PL7 Pro 4.5 and earlier, allows local users, and possibly remote attackers, to execute arbitrary code via an unspecified system parameter.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Schneider-electric Monitor Pro All All All All

Application Schneider-electric Opc Factory Server All All All All

Application Schneider-electric Pl7 Pro All sp5 All All

Application Schneider-electric Telemecanique Driver Pack All All All All

Application Schneider-electric Unity Pro All All All All

Application Schneider-electric Vijeo Citect All All All All

References

Reference Source

www.scada.schneider-electric.com/sites/scada/en/login/vijeo-citect-unitelway-windows-device-dr... CONFIRM

Citect Buffer Overflow in UnitelWay Driver Lets Local Users Gain Elevated Privileges - SecurityTracker SECTRACK

404 - File Not Found | CISA MISC

Security Advisory SA46534 - Schneider Electric Products UnitelWay Device Driver Privilege Escalation Vulnerability - Secunia SECUNIA

IBM X-Force Exchange XF

Multiple Schneider Electric Products UnitelWay Device Driver Privilege Escalation Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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