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PUBLIC

VE-2011-3342
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Multiple buffer overflows in OpenTTD before 1.1.3 allow remote attackers to cause a denial of service (daemon crash) or pc

Risk And Classification

1|

Problem Types: CWE-119
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Applicaton upenua upenua 1.0.3 rci Al Al
Application Openttd Openttd 1.0.4 All All All
Application Openttd Openttd 1.04 rci All All
Application Openttd Openttd 1.0.5 All All All
Application Openttd Openttd 1.0.5 rci All All
Application Openttd Openttd 1.0.5 rc2 All All
Application Openttd Openttd 1.1.0 All All All
Application Openttd Openttd 1.1.0 betal All All
Application Openttd Openttd 1.1.0 beta2 All All
Application Openttd Openttd 1.1.0 beta3 All All
Application Openttd Openttd 1.1.0 beta4 All All
Application Openttd Openttd 1.1.0 beta5 All All
Application Openttd Openttd 1.1.0 rci All All
Application Openttd Openttd 1.1.0 rc2 All All
Application Openttd Openttd 1.1.0 rc3 All All
Application Openttd Openttd 1.11 All All All
Application Openttd Openttd 1.1.1 rci All All
Application Openttd Openttd 1.1.2 rcl All All
Application Openttd Openttd 1.1.2 rc2 All All
Application Openttd Openttd All All All All
Reference Source Link Tags
oss-security - CVE request for OpenTTD MLIST openwall.com Patch
FS#4748 : Fix AIPL chunk load handler CONFIRM  bugs.openttd.org Patch
Fedora update for openttd - Secunia.com SECUNIA  secunia.com
[SECURITY] Fedora 14 Update: openttd-1.1.3-1.fc14 FEDORA lists.fedoraproject.org
FS#4717 : Fix NAME, PLYR, CHTS chunk loaders CONFIRM  bugs.openttd.org Patch
Debian -- Security Information -- DSA-2386-1 openttd DEBIAN www.debian.org
OpenTTD - Security tracker - CONFIRM  security.openttd.org
OpenTTD Multiple Buffer Overflow Vulnerabilities and Denial of Service Vulnerability BID www.securityfocus.com
oss-security - Re: CVE request for OpenTTD MLIST openwall.com Patch
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, anal
d i

No vendor comments have been submitted for this CVE.
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http://cve.report/software/openttd/openttd
http://openwall.com/lists/oss-security/2011/09/02/4
http://bugs.openttd.org/task/4748
http://secunia.com/advisories/46075
http://lists.fedoraproject.org/pipermail/package-announce/2011-September/066128.html
http://bugs.openttd.org/task/4717
http://www.debian.org/security/2012/dsa-2386
http://security.openttd.org/en/CVE-2011-3342
http://www.securityfocus.com/bid/49439
http://openwall.com/lists/oss-security/2011/09/06/2
https://www.cve.org/CVERecord?id=CVE-2011-3342
https://nvd.nist.gov/vuln/detail/CVE-2011-3342

There are currently no legacy QID mappings associated with this CVE.
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