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Summary

CVE CVE-2011-3365

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-11-29 17:55:00 UTC

Updated 2023-02-13 00:19:00 UTC

Description The KDE SSL Wrapper (KSSL) API in KDE SC 4.6.0 through 4.7.1, and possibly earlier versions, does not use a certain font when rendering certificate fields in a security dialog, which allows remote attackers to spoof the common name (CN) of a certificate via rich text.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kde Kde Sc 4.6.0 All All All

Application Kde Kde Sc 4.6.1 All All All

Application Kde Kde Sc 4.6.2 All All All

Application Kde Kde Sc 4.6.3 All All All

Application Kde Kde Sc 4.6.4 All All All

Application Kde Kde Sc 4.6.5 All All All

Application Kde Kde Sc 4.7.0 All All All

Application Kde Kde Sc 4.7.1 All All All

Application Kde Kde Sc 4.6.0 All All All

Application Kde Kde Sc 4.6.1 All All All

Application Kde Kde Sc 4.6.2 All All All

Application Kde Kde Sc 4.6.3 All All All

Application Kde Kde Sc 4.6.4 All All All

Application Kde Kde Sc 4.6.5 All All All

Application Kde Kde Sc 4.7.0 All All All

Application Kde Kde Sc 4.7.1 All All All
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References

Reference Source Link Tags

Support REDHAT www.redhat.com

Support REDHAT www.redhat.com

Red Hat Customer Portal MISC access.redhat.com

Red Hat Customer Portal MISC access.redhat.com

www.kde.org/info/security/advisory-20111003-1.txt CONFIRM www.kde.org Vendor Advisory

Support / Security / Advisories / / MDVSA-2011:162 | Mandriva MANDRIVA www.mandriva.com

access.redhat.com | CVE-2011-3365 MISC access.redhat.com

743054 – (CVE-2011-3365) CVE-2011-3365 kdelibs: input validation failure in KSSL CONFIRM bugzilla.redhat.com Patch

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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