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CVE CVE-2011-3368
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback
Published 2011-10-05 22:55:02 UTC
Updated 2026-04-29 01:13:23 UTC

Description The mod_proxy module in the Apache HTTP Server 1.3.x through 1.3.42, 2.0.x through 2.0.64, and 2.2.x through 2.2.21 dc

/ ]

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:N/A:N

Problem Types: CWE-20 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:P/I:N/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server 1.3 All All All


https://cve.report/
https://cve.report/CVE-2011-3368/mitre
https://cve.report/CVE-2011-3368/nist
https://cve.report/CVE-2011-3368/cve_org
https://cve.report/api/cve/CVE-2011-3368.json
https://cve.report/CVE-2011-3368.pdf
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CNA

References

Vendor

Na
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N/a

Version

affected n/a

Platforms

Not specified

Reference

Pony Mail!

Source
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Support

Oracle Critical Patch Update - July 2012

Support
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Debian -- Security Information -- DSA-2405-1 apache2

Security Alerts - Secunia

Pony Mail!

Pony Mail!

Full Disclosure: Apache HTTP Server: mod_proxy reverse proxy exposure (CVE-2011-3368)
Pony Mail!

Pony Mail!

Pony Mail!

Apache HTTP Server 'mod_proxy' Reverse Proxy Information Disclosure Vulnerability

IBM SE49723 - HTTPSVR - PATCH APACHE VULNERABILITY CVE-2011-3368 - United States
Pony Mail!

Advisory: mod_proxy reverse proxy exposure (CVE-2011-3368) - announce.httpd.apache.org - ArchiveOrange
Pony Mail!

"[security bulletin] HPSBMU02748 SSRT100772 rev.1 - HP OpenView Network Node Manager (OV NNM) Running' - MARC
Pony Mail!

Pony Mail!

access.redhat.com

Pony Mail!

openSUSE-SU-2013:0248-1: moderate: update for apache2

About the security content of OS X Mountain Lion v10.8.2, OS X Lion v10.7.5 and Security Update 2012-004
[Apache-SVN] Revision 1179239

openSUSE-SU-2013:0243-1: moderate: update for apache2

Full Disclosure: Context IS Advisory - Apache Reverse Proxy Bypass Vulnerability

Pony Mail!

[security-announce] SUSE-SU-2011:1229-1: important: Security update for

Pony Mail!

IBM SE49724 - HTTPSVR - PATCH APACHE VULNERABILITY CVE-2011-3368 - United States
Apache mod_proxy Reverse Proxy Exposure Vulnerability PoC

Support / Security / Advisories / / MDVSA-2011:144 | Mandriva

Context

Quinnnarvt [ Qannivibiy | AAviiearviane / / MNDV/QA DNA2-4 RN | NManArivina
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access.redhat.com

About Secunia Research | Flexera

"[security bulletin] HPSBOV02822 SSRT100966 rev.1 - HP Secure Web Server (SWS) for OpenVMS, Remote De' - MARC

Juniper Networks - 2013-08 Security Bulletin: Junos Space: Multiple Vulnerabilities - Knowledge Base
Pony Mail!

IBM X-Force Exchange

Pony Mail!

Pony Mail!

Oracle Critical Patch Update - January 2015

Bug 740045 — CVE-2011-3368 httpd: reverse web proxy vulnerability

Pony Mail!

Apache mod_proxy Pattern Matching Bug Lets Remote Users Access Internal Servers - Security Tracker
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APPLE-SA-2012-09-19-2 OS X Mountain Lion v10.8.2, OS X Lion v10.7.5 and Security Update 2012-004
About Secunia Research | Flexera
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http://www.securitytracker.com/id?1026144
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CVE Program record

NVD vulnerability detail

Kl |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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