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Summary

CVE CVE-2011-3371

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-10-02 20:55:00 UTC

Updated 2012-05-18 04:00:00 UTC

Description Multiple cross-site scripting (XSS) vulnerabilities in include/functions.php in PunBB before 1.3.6 allow remote attackers to inject arbitrary web script or HTML via the (1) id, (2) form_sent, (3) csrf_token, (4) req_confirm, or (5) delete parameter to delete.php, the (6) id, (7) form_sent, (8) csrf_token, (9) req_message, or (10) submit parameter to edit.php, the (11) action, (12) form_sent, (13) csrf_token, (14) req_email, or (15) request_pass parameter to login.php, the (16) email, (17) form_sent, (18) redirect_url, (19) csrf_token, (20) req_subject, (21) req_message, or (22) submit parameter to misc.php, the (23) action, (24) id, (25) form_sent, (26) csrf_token, (27) req_old_password, (28) req_new_password1, (29) req_new_password2, or (30) update parameter to profile.php, or the (31) action, (32) form_sent, (33) csrf_token, (34) req_username, (35) req_password1, (36) req_password2, (37) req_email1, (38) timezone, or (39) register parameter to register.php.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Punbb Punbb 1.0 All All All

Application Punbb Punbb 1.0 alpha All All

Application Punbb Punbb 1.0 beta1 All All

Application Punbb Punbb 1.0 beta1a All All

Application Punbb Punbb 1.0 beta2 All All

Application Punbb Punbb 1.0 beta3 All All

Application Punbb Punbb 1.0 rc1 All All

Application Punbb Punbb 1.0 rc2 All All

Application Punbb Punbb 1.0.1 All All All

Application Punbb Punbb 1.1 All All All

Application Punbb Punbb 1.1.1 All All All

Application Punbb Punbb 1.1.2 All All All

Application Punbb Punbb 1.1.3 All All All

Application Punbb Punbb 1.1.4 All All All

Application Punbb Punbb 1.1.5 All All All

Application Punbb Punbb 1.2 All All All

Application Punbb Punbb 1.2.1 All All All
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Application Punbb Punbb 1.2.1 All All All

Application Punbb Punbb 1.2.10 All All All

Application Punbb Punbb 1.2.11 All All All

Application Punbb Punbb 1.2.12 All All All

Application Punbb Punbb 1.2.13 All All All

Application Punbb Punbb 1.2.14 All All All

Application Punbb Punbb 1.2.15 All All All

Application Punbb Punbb 1.2.16 All All All

Application Punbb Punbb 1.2.17 All All All

Application Punbb Punbb 1.2.18 All All All

Application Punbb Punbb 1.2.19 All All All

Application Punbb Punbb 1.2.2 All All All

Application Punbb Punbb 1.2.20 All All All

Application Punbb Punbb 1.2.21 All All All

Application Punbb Punbb 1.2.22 All All All

Application Punbb Punbb 1.2.23 All All All

Application Punbb Punbb 1.2.3 All All All

Application Punbb Punbb 1.2.4 All All All

Application Punbb Punbb 1.2.5 All All All

Application Punbb Punbb 1.2.6 All All All

Application Punbb Punbb 1.2.7 All All All

Application Punbb Punbb 1.2.8 All All All

Application Punbb Punbb 1.2.9 All All All

Application Punbb Punbb 1.3 All All All

Application Punbb Punbb 1.3 beta All All

Application Punbb Punbb 1.3 rc1 All All

Application Punbb Punbb 1.3 rc2 All All

Application Punbb Punbb 1.3 rc7 All All

Application Punbb Punbb 1.3.1 All All All

Application Punbb Punbb 1.3.2 All All All

Application Punbb Punbb 1.3.3 All All All

Application Punbb Punbb 1.3.4 All All All

Application Punbb Punbb 1.0 All All All

Application Punbb Punbb 1.0 alpha All All

Application Punbb Punbb 1.0 beta1 All All

Application Punbb Punbb 1.0 beta1a All All
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Application Punbb Punbb 1.0 beta2 All All

Application Punbb Punbb 1.0 beta3 All All

Application Punbb Punbb 1.0 rc1 All All

Application Punbb Punbb 1.0 rc2 All All

Application Punbb Punbb 1.0.1 All All All

Application Punbb Punbb 1.1 All All All

Application Punbb Punbb 1.1.1 All All All

Application Punbb Punbb 1.1.2 All All All

Application Punbb Punbb 1.1.3 All All All

Application Punbb Punbb 1.1.4 All All All

Application Punbb Punbb 1.1.5 All All All

Application Punbb Punbb 1.2 All All All

Application Punbb Punbb 1.2.1 All All All

Application Punbb Punbb 1.2.10 All All All

Application Punbb Punbb 1.2.11 All All All

Application Punbb Punbb 1.2.12 All All All

Application Punbb Punbb 1.2.13 All All All

Application Punbb Punbb 1.2.14 All All All

Application Punbb Punbb 1.2.15 All All All

Application Punbb Punbb 1.2.16 All All All

Application Punbb Punbb 1.2.17 All All All

Application Punbb Punbb 1.2.18 All All All

Application Punbb Punbb 1.2.19 All All All

Application Punbb Punbb 1.2.2 All All All

Application Punbb Punbb 1.2.20 All All All

Application Punbb Punbb 1.2.21 All All All

Application Punbb Punbb 1.2.22 All All All

Application Punbb Punbb 1.2.23 All All All

Application Punbb Punbb 1.2.3 All All All

Application Punbb Punbb 1.2.4 All All All

Application Punbb Punbb 1.2.5 All All All

Application Punbb Punbb 1.2.6 All All All

Application Punbb Punbb 1.2.7 All All All

Application Punbb Punbb 1.2.8 All All All

Application Punbb Punbb 1.2.9 All All All

Application Punbb Punbb 1.3 All All All
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Application Punbb Punbb 1.3 All All All

Application Punbb Punbb 1.3 beta All All

Application Punbb Punbb 1.3 rc1 All All

Application Punbb Punbb 1.3 rc2 All All

Application Punbb Punbb 1.3 rc7 All All

Application Punbb Punbb 1.3.1 All All All

Application Punbb Punbb 1.3.2 All All All

Application Punbb Punbb 1.3.3 All All All

Application Punbb Punbb 1.3.4 All All All

Application Punbb Punbb All All All All

References

Reference Source Link

PunBB Input Validation Holes Permit Cross-Site Scripting Attacks - SecurityTracker SECTRACK securitytracker.com
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20110918 Re: PunBB PHP Forum - Multiple XSS FULLDISC archives.neohapsis.com
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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